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TERMS AND THEIR DEFINITIONS

ACCREDITED CERTIFICATION AUTHORITY — certtification authority, which issue
verification key certificates of Digital signatures and perform other functions, prescribed by the
Federal law dated 06.04.2011 Ne 63-FZ “On digital signatures”, authorized by Tendering authority
and included to the ETP United space of confidence.

ADMINISTRATOR OF ETP — an employee of Operator’s structural subdivision, providing
the management of preparation, acquisition, analysis, process and provision the information and
resources to carry out the tender sales in electronic form for Tendering authority’s needs.

AUTHORIZATION — access to the personal area of ETP with login and password.

CERTIFICATION AUTHORITY - a legal entity or individual entrepreneur, which produces
and distributes certificates of digital signature verification keys and performs other functions in
accordance with the legislation of Russian Federation on digital signatures. Certification authority is
authorized by Tendering authority and included to the list of certification authorities, producing
digital signature keys, digital signature verification keys and certificates of digital signature
verification keys, applied on the ETP.

CUSTOMER — PJSC Oil Company Rosneft or subsidiary/associated companies of PJSC Oil
Company Rosneft, which conclude a contract in accordance with the results of tender sales (or other
actions, prescribed in procedure documentation).

DIGITAL SIGNATURE - digital information joined with another digital information (signed
information) or referred to such information otherwise and used for identification of person, signing

the information.
Note: Valid qualified digital signatures are defined in accordance with requirements of current legislation of
Russian Federation.

ELECTRONIC TRADING PLATFORM JSC “TEK-Torg” in Section Tender sales of raw
hydrocarbons of PJISC OC Rosneft is the hardware and software complex of electronic trading platform
JSC “TEK-Torg” in Section Tender sales of raw hydrocarbons of PJSC OC Rosneft, located in the
Internet at https://tender.tektorg.ru.

HARDWARE — set of electronic, electrical, and mechanical devices included in the system or

network.
Note: Hardware includes computers and logic devices, external and diagnostic devices, power equipment,
batteries, and accumulators.

INFORMATION PROTECTION FACILITIES — software and hardware, preventing from
getting an unauthorized access to the ETP and/or unauthorized modifications of the ETP data.

INFORMATION SYSTEM (IS) — complex of information, contained in databases, and
information technologies and hardware for information processing (Federal law “On information,
information technologies and the protection of information™).

INVITATION TO MAKE AN OFFER — an invitation to participate in tender of PJSC OC
Rosneft aimed at informing of potential buyers on interest of PJSC OC Rosneft in entering into
products supply contract.

NOTIFICATION - electronic message, sending by the ETP software to Personal area of
Users and e-mails of Users in the manner and cases, specified in the present Regulations.

NOTIFICATION TO OFFERORS — a letter from PJSC OC Rosneft, sent to the winner(s) of
the tender on acceptance of the offer and to the other offerors on refusal to accept their offers. The
letter should contain information concerning only the person to whom the letter is sent.
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OFFER — a formal offer of a potential buyer to make a transaction with the indication of all
necessary conditions, which binds the offeror to enter into the contract specified in the offer if the
offer is accepted.

OFFER ACCEPTANCE PERIOD — indicated in the “invitation to make an offer” period,
determined by date and time of beginning/ending of offer acceptance.

OFFEROR - a potential buyer, who sent an offer in response to invitation of PJSC OC
Rosneft.

OPERATOR OF THE ETP (OPERATOR) — Closed joint-stock company « TEK-Torgy.

PARTICIPANT’S ADMINISTRATOR — an employee of Participant, authorized to act on
behalf of Participant and register Participant on the ETP, and register and determine the rights of
Participant Users.

PERSONAL AREA — part of the ETP, available for registered users of Customer, Participant.

PRIVATE KEY — a secret component of the key pair used in the ciphers, where different keys
are used for direct and reverse transformations; contains elements of digital signature.

PRIVATE SECTION OF THE ETP — the ETP section, including Personal areas of
Customer, Tendering authority and Participant, available only for registered Tendering authority and
Participants after User’s authorization and allowing to work with tender sales in accordance to the
present Regulations. Authorization form for access to the ETP private section is available through the
“Login” link from the ETP public section, located on the Internet at https:/tender.tektorg.ru.

PRODUCTS —raw hydrocarbons, oil and gas products, and petrochemistry, selling by holding

the tender sales.

Note: Workstation as a work place of a specialist is a full-scale computer or computer terminal (input-output
device, separated and often remoted from the control computer) and software suite, which can be supplemented with
additional equipment if necessary: printing unit, external unit for storage of information on magnetic and/or optical
carriers, etc.

PUBLIC SECTION OF THE ETP - part of the ETP, which contains public information
available for every person in the Internet.

QUALIFICATION (EVALUATION OF ACCORDANCE WITH QUALIFICATION
REQUIREMENTS OF POTENTIAL BUYERS OF PRODUCTS) — a procedure established by the
Tendering authority for assessing the complex of organizational-legal and financial-economic
statuses of a potential buyer of products, as well as its reliability and business reputation as part of
anti-corruption and anti-fraud measures aimed at attraction for participation in tenders, based on the
analysis of documents and (or) information received by the Tendering authority or provided by the

potential buyer of products in accordance with the Internal Documents of Tendering authority on
product sales.

SECOND INVITATION TO MAKE AN OFFER — an invitation to make an offer sent by PJSC OC
Rosneft to participants in cases stipulated by the present Standard.

SOFTWARE — facilities, consisting of programs, procedures, rules, referred to the ETP
operation.

TECHNICAL FAILURE (FAILURE) - aberrant behavior of the ETP hardware, deviation
from “Electronic trading platform TEK-Torg, Section “Tender sales of raw hydrocarbons PJSC OC
Rosneft Regulations”.
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TECHNICAL SUPPORT - a structural subdivision of Operator, which provides the
consultations within the field of the ETP services, receives claims and requests about work on the
ETP, and informs about progress of submitted claims and requests.

TENDER (TENDER PROCEDURE) - a procedure for collection of offers and determination
of the buyer(s) for entering into the contract(s) with it (them) for supply of the Products. It is a
regulated way of requesting the potential buyers about the readiness to purchase the products from
PJSC OC Rosneft under the conditions stipulated by the tender documentation (volume, supply time,
delivery basis, price (if applicable), etc.), based on the principles of competitiveness, fairness and
efficiency and non-discriminatory approach.

TENDERING AUTHORITY OF TENDER SALES (TENDERING AUTHORITY) -
Customer or another legal entity, employed by Customer to carry out a Tender sales.

TENDER PARTICIPANT (PARTICIPANT) - any legal entity, including Russian Federation
non-residents, or several legal entities, acting as one party, or a natural person, including individual
entrepreneurs, or several natural persons, including individual entrepreneurs, acting as one
Participant, registered on the ETP, and having a right to send a participation application in tender
sales, published on the ETP.

THE ETP UNITED SPACE OF CONFIDENCE - list of certification authorities, which
produces keys, verification keys and Digital signature certificates, used on the ETP. The list is
published in public section of the ETP.

USER — an individual who represents the Participant and uses an account to enter to the ETP
and personal digital signature.

SINGLE ACCOUNT (SA) — the user's personal page on the ETP, which displays information
about connected Sections, user organizations, notifications.

WINNER OF TENDER — a tender participant, whose commercially effective offer is
recognized as the best or one of the best (in case of distribution of the Products among several
participants) based on the results of the tender.

WORKSTATION - a complex of hardware and software, intended for solution of certain
goals.
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DESIGNATIONS AND ABBREVIATIONS

CA — certification authority.

CCaCD - Contracting control and compliance department of PJSC OC Rosneft or business
subdivision of other Customers, carrying the same functions.

DS — digital signature.

ETP — clectronic trading platform.

FRONT PAGE OF THE ETP — a page, opening by following the link -
https://tender.tektorg.ru.

PA — personal area.

RESPONSIBLE FOR QUALIFICATION- arole of Organizer’s user on the ETP, which has
powers to accept qualification applications through the ETP and fix qualification status of a
Participant in the ETP database.

SA — single account.
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1 PRELIMINARY PREPARATION

1.1 Hardware and software requirements

For correct operation on the ETP, hardware and software of user’s workstation should meet
the next requirements:

Table 1 - Hardware and software requirements for correct operation on the ETP

MINIMUM REQUIREMENTS FOR ;
USER’S PC: PRE-INSTALLED SOFTWARE:
— processor — Intel Atom 1.6 GHz; — Microsoft Windows operating system (version
- RAM-1GB; 7 or higher);
— disk subsystem — 40 GB; — Google Chrome browser (version 112.0.0.0 or
— Internet connection — 100 Mbit; higher) or Mozilla Firefox browser (version
—  keyboard; 112.0.0 or higher);
—  mouse. — Cryptographic information protection facilities
for operation with digital signature certificates -
CryptoPro CSP (cryptoprovider version not
lower than 4.0).

For operation on the ETP, user’s workstation should have a connection to the Internet.
Interaction of user with the ETP is performed through Web interface.

1.2 Receipt of a digital signature (DS)
1.2.1 Certificates valid on the ETP

To work on the ETP, it is necessary to obtain the certificate of a digital signature containing a
mark on the possibility of applying this certificate on the ETP. The production of certificates with
this mark is possible only in a trusted Certification Authority. The list of trusted Certification
Authorities is available at http://rn.tektorg.ru and https://www.tektorg.ru/.

1.3 Accreditation on the ETP
Accreditation consists of two stages:
— Accreditation of a new user on the ETP and confirmation of e-mail address;

— Submission of a request for accreditation of a legal entity / natural person on the ETP
as a Participant.
To pass accreditation as a legal entity / natural person on the ETP, the next steps should be
accomplished: Accreditation of a new user on the ETP.

1. Go to the main page of the ETP at https://tender.tektorg.ru.

2. Click the “Login” link on the opened page.
3. Click the “Accreditation on ETP” link on the opened page (fig. 1).
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Fig. 1 Authorization form

Screen form (fig. 1) contains the next elements:

“Login” - a text field for user’s login, which was specified upon accreditation and used
to access the ETP private section;

— “Password” — a text field for user’s password, which was specified upon accreditation
and used to access the ETP private section.

— “Password reset” — a link, directing to a form, which helps the registered users to reset
ETP password in case of loss, etc.

— “Check PC settings” — a link intended to check the correct operation on the computer.

— The “Enter” button allows to authorize on the ETP and if the authorization was
successful, grants an access to the private section of the ETP.

— The “Accreditation on ETP” button allows to launch accreditation procedure of a new
user on the ETP.

1. Further, it is necessary to fill in the fields on the accreditation form of a new user, depicted
on fig. 2 (fields marked with “*”” are mandatory!).
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Import data from an electronic signature

Data about organization

legal form: BuibepuTe opraHzaUMoHHO-NpaBoey dopmy

Organization name / full name *:

Full name of organization (natural person):

For Russian legal entities, FULL name of the organization as stated in the Unified State Register of Legal Entities {EGRYuL) must be
specified,

[ | Mon-resident of the Russian Federation

INN *:
KPP:
This lina must be obligatorily filled-in for Russian legal entities
Data about user
Surname *:
If the code 1= ik on its image

with the left mouss button.

Cancel Register

Fig. 2 Accreditation form

Screen form (fig. 2) contains the “Import data from digital signature” button — when pressing
this button, the form is filled in with data from a digital signature; if a DS certificate is available and
a user’s workstation has an appropriate software, organization data may be filled automatically with
a DS certificate by pressing the “Import data from digital signature” button;

@ For information about DS and how and where to get a certificate and soft- and hardware,
necessary for operation on the ETP, refer to item 4 of the present Regulations.
“Form of incorporation” field — choose a form of incorporation from a set of values;

— “Full name of organization” (last, first and patronymic name in case of accreditation
as a natural person)” field — a field, which is not editable. The field shows a full name
of organization, including the value inputted to “Form of incorporation” field, and the
value inputted to “Full name of organization (last, first and patronymic name in case
of accreditation as a natural person)” field;

— «Non-resident of the RF» — a field of “Check-box” type; if it is chosen, the field for
INN, TIN or another taxpayer identification number is mandatory; (Fig. 3)

— “TIN” (or other taxpayer identification number)* field — a numeric field, minimum
length is 9 symbols, max — 20 symbols;

— «INN»* field — a numeric field, has characters limit (10 for legal entity, 12 for natural
person). It is necessary to fill in the field with INN of organization, individual
entrepreneur or natural person;
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«KPP» field — a numeric field, enter the KPP of organization, individual entrepreneur
or natural person. The field is obligatory for legal entities of the RF upon accreditation;
«Last name» field — a text field for the last name of registered user;

«First name» field - a text field for the first name of registered user;

«Patronymic name» field - a text field for the patronymic name of registering user,
only for residents of the RF;

«Job title» field - a text field for the job title of registered user;

«Email address» field - a text field for the valid email address of registered user;
«Telephone» field - a text field for the contact telephone number of registered user;
«Time zone» field — choose the time zone from the drop-down list according to the
location of the company;

«Login (user name)» field - a text field;

«Password» field - a text field, which has at list one digit and one capital letter,
minimum length of the field is 8 characters;

«Re-enter passwordy field - a text field to re-enter the password,

«Passphrase for password reset» field - a text field for a passphrase for password reset,
in case of loss of the password;

«Type the code shown» field — a «CAPTCHA» field («CAPTCHA», Completely
Automated Public Turing test to tell Computers and Humans Apart). Enter the symbols
shown on the picture to the left.
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Import data from an electronic signature

Data about organization

Organization name / full name *:

#| Non-resident of the Russian Federation

#® TIN * {or another tax INM *
code)

Data about user

Surname *:

MName *:

Middle name

Job fitle:

E-mail =:

Telephone *: + { )] extra
Time zone *: (UTC+03:00) Europe/Moscow =
Login {username) *:

Password *:

Repeat password *:

Passphrase password recovery

Introducing measures to ensure the Read more
security of personal data ™:

pd h7ZV Enter the code shown in the

picture *;

If the code is not readable, dick on its image
with the l=ft mouse button,

Cancel Register

Fig. 3 Form of accreditation for non-residents of the RF

Attention!

When entering INN/TIN (or other taxpayer identification number), the system checks for the
presence of this TIN (or another taxpayer code) in the ETP user database. If there is a user in the ETP
database who registered with this INN/TIN (or other taxpayer code), the system suggests selecting
the corresponding registered organization/user or the "New Organization" option (fig. 4).

Selection of an organization ¥
| w Select

The new organization
Fig. 4 «New organization» option

Screen form (fig. 4) contains the next elements: «Organization choice» field — a drop-down
field, where is necessary to choose an option form the list of available options.
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2. Upon filling in the whole necessary fields press the “Accreditation on ETP” button.
It is possible to proceed to the next accreditation stage only after confirmation of email
address. There are 2 options:

— enter login and password, press “Enter”, then enter confirmation code (key) to the
corresponding field and press “Activate” button, (fig. 5);

— follow the confirmation link, specified in the email with accreditation information, or
proceed to the confirmation form using the link https://tender.tektorg.ru/#auth/activate and
enter confirmation code (key) to the corresponding field and press “Activate” button.

mail o

Please enter the code from e-mail:

Activate Enter another Email

Fig. 5 Form of email address confirmation

Screen form (fig. 5) contains the next elements: «Enter the code from the email» field — a text
field for confirmation code.

Upon entering the confirmation code to the corresponding field and pressing “Confirm”
button, a user will receive a message confirming the successful confirmation of email address.

Attention!

If the email with link and confirmation code did not come to the specified during accreditation
e-mail address (an e-mail address was incorrectly entered or for some other reason), it is necessary to
perform the next steps: go to the authorization form at https://tender.tektorg.ru and enter the login and

password specified during accreditation on the authorization form (fig. 1). Since the user's e-mail

address has not been activated, the confirmation form will open (fig. 5). Press "Specify another e-

mail" button and enter a new email address in the appeared form (fig. 6), press "OK" button.
Activate new Email ¢

Enter new Email

OK OTmeHa

Fig. 6 Form of entering of new email for activation

Screen form (fig. 6) contains the next elements: «Enter new email» field — a text field for
email address; available only roman letters.

An email with accreditation information will be resend to the specified email. Then it is
necessary to perform the actions starting from step 6 and further.

Submission of application for accreditation of legal entity/natural person on ETP as a
Participant in tender procedures.

3. To continue to register it is necessary to proceed to https://tender.tektorg.ru, type login and
password to corresponding fields in the “Enter” form and press “Enter” button.

4. There will open «Upload DS certificate» form, (fig. 7) Press “Upload DS” button to load data
from a new DS.
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i.f'

Please, update your certificate data by pressing button below

Load ES

Fig. 7 Uploading form of new DS

A pop-up window with a list of DS certificates opens. Select the required certificate (if you
have more than one) and press the "OK" button. The data from the selected DS will be saved. In case
of non-compliance with the site requirements, you will receive a corresponding notification and the
selected DS will not be downloaded.

5. Then it is necessary to fill in the fields on “Basic information” tab as shown on fig. 8 with the
data of accredited organization (fields with “*” are obligatory), proceed to “Accreditation on
ETP as Participant in tender procedures” — place check-box “Get accreditation on ETP as
Participant in tender procedures”.

Basic information Registration as a Participant in the tender procedures

Basic profile data

Organization name [ full name *:

test-nerezident
TIM {or another tax code) *

Website address:

E-mail *: @test.ru

Telephone *: + (1 | ( |4562 | ) 1234565 extra
Fax: + ( ]

Contact person: Twen Mark

Legal address

Country *: Japan
Human settlement:

House, office *: 21
Region/area:

City/district *:

Street *:

Postal address

Identical to the legal address
Country *: Japan

Lis =tlement:

Fig. 8 Accreditation application form (basic information)

Screen form (fig. 8) will be filled in automatically with accreditation data (fig. 2) and contains

the next elements:

1) “Basic profile data” block:

— “Full name of organization” (last, first and patronymic name in case of accreditation as a
natural person)” field — a text field filled in with data specified during accreditation and
available for editing;

— «Short name» field — a text field for a short name of organization, necessary only for
residents of the RF;
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2)

3)

VERSION 4.6

«Non-resident of the RF» — a field of “Check-box” type; if it is chosen, the field for INN,
TIN or another taxpayer identification number is mandatory;

“TIN” (or other taxpayer identification number)* field — a numeric field, minimum length
is 9 symbols, max — 20 symbols;

«INN»* field — a numeric field, has characters limit (10 for legal entity, 12 for natural
person). It is necessary to fill in the field with INN of organization, individual entrepreneur
or natural person;

«OGRN» field - a numeric field (13 characters), necessary only during accreditation as a
resident of the RF;

«KPP» field - a numeric field (9 characters), filled in with data specified during
accreditation and available for editing;

«Website addressy field - a text field for website of organization in the Internet;
«Email address» field - a text field for valid email address of organization;

«Single email for notificationsy field - a text field for email address of SB manager, who
will receive notifications when approving accreditation application, submitting
accreditation application;

«Additional email address» field - a text field for additional valid email addresses of an
organization;

«Telephone» field - a numeric field for a valid telephone number of organization, it is
possible to enter separately a country code, city code, telephone number and extension
number;

«Fax» field - a numeric field for a valid fax number, it is possible to enter separately a
country code, city code, telephone number;

«Contact persony field - a text field for last, first and patronymic name of organization
contact person;
“Legal address” block:

«Country» field - a text field for a country, where an organization is located;

«OCATO code» field - a numeric field for OCATO code as per organization; necessary
only for residents of the RF;

«Postal code» field - a numeric field for a postal code as per organization legal address;
necessary only for residents of the RF;

«Region/areay field - a text field for a region/area as per organization legal address;
«City/Districty field - a text field for a city/district as per organization legal address;

«Inhabited locality» field - a text field for inhabited locality name as per organization legal
address;

«Streety field - a text field for a street name as per organization legal address;

«House and office» field - a text field for house and office numbers as per organization
legal address;
“Postal address” block:
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«Coincide with legal address» field - field of “Check-box™ type, activate it if a legal
address of organization coincides with postal address;

«Country» field - a text field for a country as per organization postal address;

«OCATO code» field - a numeric field for OCATO code of an organization;

«Postal code» field - a numeric field for a postal code as per organization postal address;
«Region/areay field - a text field for a region/area as per organization postal address;
«City/District» field - a text field for a city/district as per organization postal address;

«Inhabited locality» field - a text field for inhabited locality name as per organization
postal address;

«Streety field - a text field for a street name as per organization postal address;

«House and office» field - a text field for house and office numbers as per organization
postal address;

«Operating bank account» field - a numeric field for operating account number of an
organization;

«Personal bank account» field - a numeric field for personal bank account number of an
organization;

«BIC» field - a numeric field for bank BIC (9 digits);
«Correspondent account» field - a numeric field for correspondent account of bank;
«Bank name» field - a text field for bank name, where an organization has an account;

«Bank addressy field - a text field for bank address, where an organization has an account.

6. Proceed to “Accreditation as Participant in tender procedures” tab, place a check mark in
«Register as a Participant in tender proceduresy field.

Screen form “Accreditation as Participant in tender procedures” contains the «Accreditation as
Participant in the tender procedures» field — “Check-box” type field, must be marked for
accreditation as Participant in the tender procedures.

7. Then it is necessary to press «Sign and send» button.

8. The following confirmation form opens (fig. 9).

Registration as a Participant in the tender procedures

Carefully re-read and check signed by the data

Please register our organization on the electronic trading platform ETP site of JSC TEK - Torg as a Participant in the tender procedures. We
hereby declare that in accordance with article 428 of the cvil code of the Russian Federation fully and unconditionally accede to the
regulations, the terms of which are determined ETP TEK-Torg section PISC «0C «Rosneftz and published at http://rn.tektorg.ruf

VERSION 4.6

Back Sign

Fig. 9 Form of data confirmation
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It is necessary to carefully read the information contained in the text field on the confirmation
form. If you need to correct any data, go back to the previous stage by pressing the "Back" button. If
the specified data is correct, continue the accreditation by pressing the "Sign" button and confirm the
decision by pressing the "Yes" button in the "Confirmation" pop-up window.

9. DS certificate selection window opens (fig. 10).
Digital signature *

CryptoPro digital signature Browser plug-in (AdtiveX)

Name Number Issued Expire Add. .
AQ "TIK-TOPT™, T416FE4E0003000...  ¥U 3A0 «N® «CKE 17112017 16:52 i
AQ "TIK-TOPT Kontyps (Qualified),
¥OOCTOBEPRIOLLMA
UEHTD
Sign  Cancel

Fig. 10 List of certificates

Choose the necessary certificate (if there are several) and press the “OK” button. A message
appears indicating that documents and information have been sent successfully. At the same time, a
user will receive an accreditation notification to the specified email.

Within the next five working days a Participant will receive an email with the results.

The first registered user of the organization will automatically receive the Participant’s
Administrator role.

If the application is approved, the Participant will be granted rights to participate in the tender
sales on the platform. While the application is being considered, when logging in the ETP, a user will
see next notification: "Your application for accreditation is under consideration. Please wait for
the notice with the results of consideration to be sent to the specified email address".

ur

Your application for registration is pending. Please wait for the notification of the results of its review to the specified email address.

Fig. 11 The view of notification

1.4 Single account
1.4.1 Initial registration in the SA from the Section

The ETP implements a method of registration in the SA from the personal account of the
Section. To register in the SA from the Section:
1. Click on the "Unified personal account" button in the Section's personal account. The form
"Connect section to the Single account" will open, indicating the user credentials
registered in the Section (fig. 12).
2. Click on the "Register" link.

VERSION 4.6 PAGE 17 OF 49



USER'’S INSTRUCTION WHEN WORKING ON ELECTRONIC TRADING PLATFORM JSC “TEK-TORG” PRELIMINARY PREPARATION

Implementation procedures» ./ Settings = [*J Incoming messages | Unified personal aocountl ﬂ Exit
4
I

4 ”
’l
T — e -fI.L.,_,i_______,_._——-"""_ T ——
7
4
)I
4 . . -
Connect section to the // N.ew user registration in the
Single account et Single account
-
' (2] SEE 4T —pe———— i Jores (3

Sale of petroleum products of Rosneft  Company 1
Smith James John

E-mail
Password ©

Restore access

e o

Fig. 12 Registration in the SA from the Section

3. A registration form will open, which will indicate the information received from the
Section.

4. To continue registration, click the "Register" button.
1.4.2 Transition to the SA from the Section

To go to the ELK from the Section:

1. Click the "Unified personal account" button in the Section's personal account.

2. If there are several organizations already registered in the SA, the "Select organization"
form will open (fig. 13). Select one of the credentials and click "Continue" button. There
will be a transition to a Single account of the selected user.

7 -
/

4 -
/‘——_—_\.\ - -
»

Implementation procedures = /‘ Settings v g Incoming messageslﬂ Unified personal aoco% - B—Ll Exit

Select organisation

select from the list >

LLC "ABC' 9

John Stocks Lmd

Fig. 13 Example of transition from a Section to an SA

Note — the user's work in the Single account is described in detail in the "User Manual of the Single account of
ETP JSC "TEK-Torg". To download the Manual, you need to log in to the SA and click the corresponding icon (fig. 14).
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n TOK-Topr 17:48 .

MegepancHan aNeKTPOHHAR NNOLWANKE 25.01.2023

Sections Select section

Notifications

il ity

Procurement procedures of Sale of petroleum products of
Rosneft Rosneft

® = |B

+7 (495) 734-81-18

+7 (499) 705-81-18

RU EN
Connect to SA > >

Fig. 14 Icon for downloading the "ELK User Manual"

1.4.3 Transition to the Section from the SA

To go from the SA to the user's personal account in the Section, click in the SA on the tile of
the Section "Sale of petroleum products of Rosneft" on the form "Select a section". There will be a
transition to the Section in the User's personal account (fig. 15).

= T3K-Topr 17:48
‘ Donspansian 3 LE R ANoWAKS
Sections Select section
N
- iy
Sale of petroleum products of
Rosneft
Company 1
ELECTRONIC TRADING PLATFORM TEK-
allly TORG
TENDER SALES OF RAW HYDROCARBONS LIVE:TEKTORG
ROSNEFT
OF PJSC OC ROSNEFT HELP@TEKTORG.RU
Procedures > Implementation procedures -
Implementation procedures= ./ Settings » [*3 Incoming messages ligg Unified personal account el Exit
#h | Search Advanced searc
Tender procedur...  Number of tour  Type Procurement authority Name Publication Offers accept...  Stage Operations
TP303011-1 32123 2 Rosneft Oil Company 07.03.2023 07.03.2023 Offers opening s ]
12:30
TP303007-1 1232131 £ Rosneft Oil Company 06.03.2023 06.03.2023 Offers opening ‘sl
19:30
TP303006-1 7878 £ Rosneft Oil Company 03.03.2023 26.07.2023 Offers 2] t_!
10:00

Left 140 days

Fig. 15 Transition to the Section
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1.5 Addition of users

1.5.1 Accreditation of additional users with DS

An organization registered on the ETP may have unlimited number of users who will act on
the organization’s behalf on the ETP. To perform these actions, users must have a DS certificate and
be registered on the ETP as additional users. Accreditation of additional users is similar to
accreditation as a new user.

@ The process of accreditation as a new user is described in detail in Section 5 of the
N present instruction, stages from 1 to 6.
Attention!

When registering as an additional user (third stage), enter the TIN (INN) of the organization
and choose the necessary organization from the drop-down list (fig. 16).

Selection of an organization %
| hd Select
The new organization

Fig. 16 “Organization choice” form

After confirmation of the email address, go back to https://tender.tektorg.ru, fill in the login

and password fields, specified during accreditation and press the "Login" button. The form "Upload
DS certificate" opens, (Fig. 7). Press the "Upload DS" button to load information from the new DS.
A pop-up window with a list of DS certificates opens. Select the required certificate (if you
have more than one) and press the "OK" button. The data from the selected DS will be saved.
Then fill in “Passphrase for password reset” field and send the accreditation application to the

selected organization by pressing “Sign and send” button.

e
L4

Data about organization
TIM {or another tax code):

Organization full name:

Data about user

Surname *: Mayer

Mame *: Alex

Middle name:

Job title:

E-mail *: a.vasilyeva@tektorg.ru

Telephone *: + 7 [ 495 ) | 754123 extra
Time zone *: {UTC+03:00) Europe/Moscow

Passphrase password recovery *: TEK-Torg

roles_requested_user

Fole CmueaHue rights_reguest

Cancel Save Sign and send

Fig. 17 «Profile editing» form
Check the signed data and press the “Sign” button, (fig. 18).
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ol
L4

Please register the power of attorney on the representative of the organization

EAUMH

Information about the organization

Full name: Agua

INN: 1234567890

OrPH:

Knn:

User infarmation who signed the Application

Mame of the person signing the application on behalf of the lagal person: Mayer Alex
Position:

Email address: a.vasilyeva@tektorg.ru

Phone: 7-495-754123

Registration documents

Fig. 18 Form of data checking before signing

The system will display the notification (fig. 19).
f

Your application for registration is pending. Please wait for the notification of the results of its review to the specified email addrass.

Fig. 19 The view of notification

After sending the information and documents, the request for accreditation of the power of
attorney will be available for consideration by the user who has the rights of the Participant's
administrator. As soon as the power of attorney is approved, the authorized employee registered on
the ETP under this user account will receive the rights to perform operations on behalf of the
organization, within the scope of the role set by the Participant’s administrator when approving the
power of attorney.

Approval process is described in item 6.3.

1.5.2 Approval of letters of attorney

To view the list of submitted applications for accreditation of letters of attorney, you must log
in as Participant’s Administrator, select "Users" option and "Approval of the powers of attorney" sub-
option in "Settings" menu. A screen form with a list of applications opens (fig. 20).
nin users #Sea
D Login Full name Job title | Email Regisiration date Status Operations

078 H=aroe Mead MeaHosug Ertest.ru 18.11.2016 Authorized | l_kl x

Fig. 20 List of users, who sent an application for accreditation of letter of attorney

Screen from (fig. 20) contains the next elements: «Quick user search» field — a text field for
entering name, last name or patronymic name of user.

To view an application (information about user, who sent it) press ® (the «Browse») button
in the “Operations” column in a line which corresponds with the necessary application, or a hyperlink
in “Last name, name and patronymic name” column.
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To consider an application and to decide whether to approve or decline it, press #| («Consider
the application») button in the “Operations” column, in a line which corresponds with the necessary
application.

When pressing 7] («Consider the application») button, “Consideration of application for
accreditation of letter of attorney” form will appear (fig. 21).

<ider

L 3

To accept the application

Role OnucaHwe | rights_request Topical
i 7
Administrator Of The Participant i v
The validity of power of attorney: s
MNever expire:

To creale text of permition to register

To reject the registrations

The reason for the refusal to register
power of attornay:

To form the fext of the refusal to register

Fig. 21 “Consideration of application for accreditation of letter of attorney” form

Screen form (fig. 21) contains the next elements:

— Fields from «Role» block — fields of “Check-box™ type, activates by placing a check
mark opposite to necessary roles;

— «Letter of attorney validity term» field — date entry field; after pressing the field, a
calendar opens, where the Participant’s administrator may choose the necessary term
of validity of user’s accreditation;

— «Termless validity» field — field of “Check-box” type, activates by placing a check
mark, if there is a need for a perpetual term of validity of user’s accreditation;

— «Reason for refusal to register the letter of attorney» field — a text field, enter a reason
for refusal to register a letter of attorney.

To accept an application for accreditation of a power of attorney, assign the user roles
corresponding to his / her authority by placing the check marks opposite to the necessary roles in the
list. It is necessary to enter the validity term of a letter of attorney, or place a check mark next to the
"Termless validity" in case of accreditation the power of attorney with termless validity. Then press
the "Generate text for accreditation approval" button. A confirmation form appears. Press the "Sign"
button to confirm.

To decline an application press “Generate text for accreditation refusal” button on
“Consideration of application for accreditation of letter of attorney” form (fig. 14), indicating reason
for refusal in the «Reason for refusal to register the letter of attorney» text field. Press the "Sign"
button to confirm.

1.5.3 Review users authorities
To view and control user’s authorities you need to enter the system using the personal account

with the role Administrator of the participant and select section “Users” in the “Settings” menu. Then
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you need to select “Review user’s authorities”. The window with the list pf registered users will be
opened (fig. 22).

Fig. 22 List of users

The following operations for user management are available:

— ™ _viewing profile;

. editing user’s rights;

— 7 _blocking the user;

_ N deleting user.

— P - reset session — forced termination of the user’s session; by clicking on the icon
the systemmnpu will display message for confirmation, to reset the session you need to
click on “Yes” (fig. 23).

Confirm %

9P Are you sure you want to reset the user's session?

"-\.._-

Oa Het

Fig. 23 The view of confirm

Roles are assigned by putting check mark next to the relevant role. You can save or cancel

changes by clicking on the relevant button. Available roles for users:
Table 2 - List of roles which are available for users

Role name List of authorities

1. Participant 1.1. Formation and submission application for qualification.
1.2. Submit/view/recall offer.
1.3. View incoming messages.

2. Administrator of the 2.1. Formation and submission of the application for
participant accreditation.

2.2. Submission application for re-accreditation/additional
accreditation of the organization.

2.3. Profile activation.

2.4. Editing organization information.

2.5. Confirmation and viewing user’s authorities.

* Functions available for

all users. — Change password.

—Log in.

— Log out.

— Restore password.

— Setting in the personal account.

You need to click on icon # (“Delete”) to delete user, which is in the “List of uses” section
(fig. 22) in the “Operations” column of the relevant user.
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2 ENTERING THE ETP
2.1 Entering the ETP using a DS

Entrance to the ETP can be performed only with DS certificate, and if there is necessary
software installed on the workstation which is used for accreditation.

ETP has two-factor authorization: by login/password and DS. You need to perform following
steps to authorize in the system: insert certificate carrier, enter login and password in the relative
fields on the https://tender.tektorg.ru, which were created during accreditation, and click on button
“Enter”. Windows warning window will be opened, informing that ETP needs information about your
DS certificate (fig. 24), you need to click on “Yes”.

i Security Alert

-

2

This Web site needs access to digital certfficates on this computer.

WARMNING: By allowing access to your cerificates, this Web site will also gain
access to any personal information that are stored in your certificates.

Do you want this Web site to gain access to the certificates on this computer now?

Yes Mo

L= )

Fig. 24 Warning window about the necessity to allow access to the DS.

You need to select your DS in the opened menu “List of certificates” (fig. 25).
. _

BesonacHocTe Windows

CnNWcok cepTUEUMKaTOB
BriBepuTe cepTudukaT AnA Nognuck JoKyMeHTa:

PaHHes ApTém AnekcaHapo..
Wzgarens: CA GAZPROMBAMEK
AedctenTtenen ¢ 01.08.2012 no 01.1...

[NpocMOTpETL CEQHCTEE CEPTUDMK...

WaapwHa Koana AnexkceeeHa

Mzpatens: 040 "E3TN"
AedcteuTtenen o 21.03.2013 no 21.0...

(e (<2

Fig. 25 List of certificates

Windows warning window will be opened, informing that ETP needs to use your private key
of your DS, you need to click on “Yes” (fig. 26).
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ETP.

Fig. 26 Warning window about the necessity to use private key.

Then you need to enter pin-code for your certificate carrier (fig. 27).

Security Alert

This Web site needs to create a digital signature using your private key.

WARNING: Allowing an untrusted Web site to use your private key is a security risk.
The Web site could use your private key to compromise protected data or assume
your identity.

Do you want this Web site to create the signature now?

[~ Do not show this dialog box again.

If you select this check boux, any Web pages within this site will be able to create
digital signatures without prompting you again. However, you will be prompted
again when you visit another Web site.

Yes ‘ No |

v

Kpuntollpo C5P 2

0:09:53
= BeenWTe pin-koa ANA KOHTEMHEPa "PaHHEE APTEM
EE=! Anexcanaposwy 20127

RU

Pin+oa:

|:| 3anoMHUTL pin-Kog

Fig. 27 Entering pin-code for certificate carrier

ENTERING THE ETP

Authorization will be performed and entrance with assigned rights will be provided on the

If login and/or password were incorrect, the relative warning message will be viewed. When

you click on “OK” form for authorization will be opened. You need to repeat login and password

input.

2.2

Restoring a password

password to enter ETP (fig. 1). “Restore password” will be opened (fig. 28).

-

Enter the password recovery

Login =:

Passphrase *:

mmop Enter the code shown in the

picture *:

If the code is not readable, dick on its image
with the left mowse button,

Recover password for ES | Restore password

Fig. 28 “Restore password” form

Display form (Fig. 28) consists of following elements:

VERSION 4.6

You need to click on hyperlink Restore password in the authorization form to restore forgotten
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— Field “Login” — text field, filled in with login used in accreditation of the user;
— Field “Passphrase” — text field, filled in with login used in accreditation of the user ;
— Field “Enter the code shown in the picture” - field (“CAPTCHA”,
CompletelyAutomatedPublicTuringtesttotellComputersandHumansApart — you need
to enter symbols, shown on the picture on the left.
You need to fill in relative fields:
— Login, entered during accreditation of the user;
— Passphrase a3y, entered during accreditation of the user.
In the bottom field you need to enter set of symbols viewed on the picture. Then you need to
click on “Restore password”. The message will be sent on the email entered during accreditation,
containing data for entering in the ETP system for the user.

2.3  Checking working efficiency of the ETP

Functioning of the ETP can be confirmed, if after entering login/password and authorization
the working page of the user is opened (fig. 29) without any failure messages.

th | search
Tender procedure number Type Organizer MName Publication Offers accepted till | Stage Operations
TRT10002 v‘\ Reosneft Oil Company TestUWs2 03.10.2017 — Oifers opening "a -
TRT10001 v‘\ Reosneft Oil Company testUVS 03.10.2017 — Oifers opening "a

Fig. 29 Working page of the user
2.4 Viewing incoming messages

Mailboxes are generated for every user of the ETP for incoming messages.
To view list of incoming messages you need to click on “Incoming messages” button on the
main panel. “Incoming messages” window will be opened (fig. 30).

o

Content topics notice #h | 5eap
Departure date Topic Status reading | Operations
13.02 2017 14:58 YeegomneHuwe o6 oBbAENeHAM nepeTopkkK no noTy Ne1 sakynoutod npoueayper PH701009 nosTopras neperopka (Cnocob sakynkn: 3anpoc NpesnoeHni) Mew ®
26012017 1411 YEEL0MMEHKE © NOJA4E 33REKM HA YHAcTME B 3aKynoMHOH npoueaype PH701016 3agsoeHne sanuced - 2 (Cnocob sakynkm: 3anpoc NpegnoweHmin) New L 2
26.01.2017 13:25 YESZOMNEHWE 0 NOJAYS 33REKM HA YUACTME B 3aKyNodHoi npousaype PHT01015 3aa80eHue sanuced (Cnocod sakyneW: 3anpoc Npegn oweHnA) New ®
23.01.2017 14:29 VEEJOMNEHUE O NOAAYE 3AREKK HA YACTUE B 3aKynouroiR npougaype PHT01012 Paccsinka o Hauane Npuema kow. wacTed (CnocaB sakynkw: 3anpoc npeanokermi)  New =
19.01.2017 18:02 YEEL0MMEHWE 0 NOJA4E 33REKM HA YHAcTME B 3aKyNo4HOM npoueaype PH701010 Buirpyska AakHbx (CNocoD 3akynkM: 3anpoec Npeano#HeHHA) New L 2
19.01.2017 16:28 YEegomnenue of 0S=AENSHAM NEPETOPKKA No NoTy N2l 3akynodHod npousaypel PHT01009 noeTopHan nepeTopixa (Cnocod 3akynkn: 3anpoc NPegnoxeHi) New ®
19.01.2017 15:38 YeegomneHne 66 MIMEHEHMW 339BKM HA YHACTHE B NEPETOPKKE NO 3aKyno4HON npouedype PH701009--2 nosTopHaR neEpeTopxKKa Mew ®
19.01.2017 15:34 Yeedomnenue 0f 0GLABNEHAM NEPETOPKKA Mo NoTy N21 3akynodHod npousaypsl PH701009 noeTopHas nepeTopska (Gnocol 3akynkn: 3anpoc NPeanoseHni) New L 2
19.01.2017 15:22 VEEL0MMEHME 00 MIMEHEHWN Z39EKM HA YHACTHE B NEPETORXES N0 S3KYNOYHON Npouedype PHTO1009--1 NOETOPHAR NEPETORHES MNew =

Fig. 30 List of incoming messages

Using advanced search of incoming messages, user can display only those notifications that
correspond to the specified search parameters. In the filter it is necessary to specify keywords / theme
and/or period, during which messages were received, and click on the “Search” button.

To read the content of the incoming message, you need to click on the icon ® on the right in
the “Operations” column. Form with the message text will be opened (fig. 31).
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Incoming notifications *

Topic:
MzB2leHMe No pezyNETaTaM Ballero yYacTHA B TeHAepe no noTy N2 0101noT / Motice of your bid results in lot N2 0101noT

Contents:

Please be informed tart a notice of your bid results in 1ot No.0101noT has been sent.
Bidding process name: TeHaep 0101

Lot number: 0101noT

Organiser: NAQ «HethTAHaA KoMNaHWA «PocHediTes

Opening date and time for the receipt of bids: 09.08.2017 11:02

Closing date and time for the receipt of bids: 09.08.2017 11:15

Nofice of bids result

Yours sincerely, TEK-Torg ZAO E-Trading Fadility administration, Rosneft section
http:/fm.tektorg.ru

This message was generated automatically. Please do not reply to this message. Should you have any queries, please use the
contact details published on m.tektorg.ru

Close

Fig. 31 Viewing incoming message text

2.5 Automatic logoff

ETP has a function of the automatic logoff, if the user is not performing any actions for more

than 30 minutes.
After logoff of the user, to continue work in the system it is necessary to authorize by

login/password or a DS.

2.6 Exit from the ETP

To exit from ETP it is necessary to click on “Exit” button on the right side of the main panel.
You will be redirected to the authorization page (fig. 1).
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3 EDITING INFORMATION

3.1 Editing user information

3.1.1 Viewing and editing the user information

EDITING

To view or change information about the user, you need to enter “Settings” menu, select

“Personal data” section and select “Edit profile” subsection. “User information” form will be opened,
containing current user information (fig. 32).

You can edit current information by clicking on the “Edit” button. Then you need to confirm

e infor

edited information by clicking “Sign and send”.

Basic data

Full name: WMaaHoz HaaH Maaxoany
E-mail: 12312 @test.ru
Contact telephone: 8-(123)-123234123
Login: sony

Job title:

System role: Administrator Of The Participant,, Participant Of Tender Procedures
Current status: Authorized
Registration end date: 16.11.2019

ES certificate: Certificate is missing
Subdivision:

He is the head: No

The powers delegated to the following

people:

Employees whose powers are provided:

Data about organization

Organization name / full name: Sony

INN: 6271558600

KPP: 123456789

OGRN: 5077746887312

Legal address:

Postal address:

428000, Poccuiickan Pegepaums, Yyeawckas PecryBruka - Yyezwna, Yebokcaps,
Yeboxkcapel, NMesuHa, 3

428000, Poccwickan ®enepaumns, Yysawckas Pecnybnuka - Yyeawwa, Yebokcapsl,
Yebokcapel, NexdHa, 3

Edit Apply for re-registration

Fig. 32 “User information” form

3.1.2 Uploading information from a new DS

In case of the unplanned replacement of the DS certificate, used for access to the ETP, it is
necessary to contact with the Technical support service of the ETP TEK-Torg and ask to unbind DS,
enclosing official letter addressed to the CEO of the JSC “TEK-Torg”. After unbinding of the DS,
the user must enter the system using own login and password. After that the form for uploading new
DS sill be opened.

In case of the planned re-issue of the DS certificate, to upload user information from the new
certificate it is necessary to enter system by your login, password and DS, select menu “Settings”,
“Personal data” and subsection “Change DS information”.

User ES Certificate Update form will be opened (fig. 33).
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Usﬁ Certificate Update

Please, update your certificate data by pressing button below

Load ES

Fig. 33 User DS Certificate Update form

You need to click on «Load ES».
Window with the list of DS certificates will be opened. You need to select the right one (if
you have several) and click on “OK” button. Information from the selected Ds will be saved.

Attention!
ETP can operate only with one DS — the one which is binded to the personal data of the user.
If you try to use unregistered certificate on the ETP, the certificate will be denied.

3.1.3 Editing e-mail address

To edit e-mail address of the user, you need to open “Settings” menu, select “Personal data”,
subsection “Change e-mail address”. E-mail address editing form will be opened (fig. 34).

ﬁr

E-mail *: help@tektorg.rul

Password *:
Save

Fig. 34 E-mail address editing

Display form (fig. 34) contains following elements:

— Field “Email” — text field to enter your new address;

— Field “Password” — test field to enter password.

After entering new address and password it is necessary to click on “Save” button.

3.1.4 Changing password

To change password for ETP access, you need to open “Settings” menu, select subsection
“Change password” in the “Personal data” section. The password changing form will be opened
(fig. 35).

sswor

Old password *:
Mew password *:

Password confirmation *:
Save

Fig. 35 Password changing form

Display form (fig. 35) contains following elements:
— field “Old password” — text field to enter your old password;
— field “New password” — text field to enter new password,
— field “Password confirmation” — text field to enter new password.
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In the form it is necessary to enter old password in the top field and new password in two
following fields and press “Save” to change password.

3.2 Editing the information about organization

“Organization data” section in the “Settings” menu used for viewing or editing information
about organization, including re-accreditation.

3.2.1 Viewing information about an organization

To view or edit Organization data, and also to perform re-accreditation or submission of an
application for additional accreditation you need to open “Settings” menu, select subsection
“View/edit” in the “Organization data” section.

“Accreditation data” form will be opened, containing current information about the
organization and list of available accreditations (fig. 360muoka! McTOYHMK CCHIIKH He Hal/IeH.).

Basic profile data

Full name of organization (natural person):

INMN:

[ T,

Postal address:

Cratyc KeannHKaymu: KeanubuuMposaH
€ 15.11.2023 no 16.12.2024

Received ETP accreditation

-
L

Date of ETP accreditation: 21.11.2023 07:32
tender_participant

Re-accreditation on ETP of the Participant of tender procedures for

Edit profile tender procedures for implementation of UVS implementation of UVS

ralifica -

Product group Product subgroup Reszult of checking Validity Start date End date
BuTyMbl [ Bitumen BMTYMHBIE MaTepHanks [ CornacosaH 18 15.11.2026 16.12.2024
Bitumen

CmMasoqHble Marepuans / CMasoqHble Marepuans § CornacosaH 18 15.11.2026 16.12.2024
Lubricants Lubricants
MapadHHoED-BOCKOBAA Mapad#HoED-BOCKOBAA CornacosaH 18 15.11.2026 16.12.2024
npogykuwna [ Paraffin wax npogykuwna [ Paraffin wax
production production

Yoz T-T/SRCTPAKTEL &S MERCTPAKTE

.ummable natura, _

A3/ Gas MonyTHER HEDTRHOA ras f -

Fig. 36 “ETP accreditation data” form

At the bottom of the form there are buttons for editing profile and performing re-accreditation.
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3.2.2 Editing information about an organization

To edit current Organization data it is necessary to click on “Edit profile of the Participant in
tender sales of raw hydrocarbons” in the bottom of the “Accreditation data” form (Ommuoka!
HcTouHuK ccblIKM He HaiiieH.). Form with 2 tabs will be opened (fig. 37):

“Basic information” (identical to the tab “Basic information” from the application for
accreditation.
“Accreditation on ETP as Participant in tender procedures”.

Basic information Accreditation on ETP as a Participant in the tender procedures

Basic profile data

Full name of organization (natural person) *:

For Russian lzgal entities, FULL name of the organization s stated in the Unified State Register of Lagal Entities (EGRYUL) must be specified,

Short name *:

For @ Russian legal entitiy with a short name specified in the Unified Skate Register of Legal Entities {EGRYuL) or its charter
this line must be obligatorily filled-in.

[ ] Mon-resident of the Russian Federation
INN *: 502
IKO:

Fig. 37 Form for editing organization information
3.2.3 Re-accrediting of an organization on an ETP

To perform re-accreditation of the organization or to submit of an application for additional
accreditation it is necessary to click on relative button “Re-accreditation on ETP of the Participant of
tender procedures for implementation of UVS” (fig. 360muodka! McTOYHMK CCHIJIKM He HaiieH.).
Then you need to perform actions the same as during the procedure of submission of the organization
accreditation application (go to Ne.1.3 “Accreditation on the ETP”).
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4 PARTICIPATION IN PROCEDURES

To work with tender sales, you need to select “Tender sales” menu which is located on the
left side of the main panel (fig. 38). To view all available procedures, you need to select section
“Actual”.

Implementation procedures - A/" Settings -~ [':} Incoming messages

’ Actusal
’ My implementation offers

& Prequalification
ia] Archive
Fig. 38 “Tender sales” menu

"Tender sales" form will appear (fig.39), which will contain a list of all announced
procedures, except for the procedures that are in the archive.

v
Fast search th | zearch
Tender procedurs number Type Organizer Mame Publication Offers accepted till | Stage Operations
TP710005 £ Reosneft Oil Company 10.10.2017 10.10.2017 13:00 Cffers ’c: "A
. Left 59 minutes ~
TPT710004 1'}\ Rosneft Oil Company 09.10.2017 — Offers opening }'C;

Fig. 39 «Tender sales» form

The procedure stage can be viewed in the “Stage” column. Procedures are shown in different
colors depending on the stage of the procedure.

All operations with procedures (reviewing notice of the procedure, submission of the offers,
etc.) are available in Operations column by selecting the relevant icons.

4.1 Procedure search

For searching and filtration of the procedure list there is a possibility on the ETP for fast
procedure search by keywords (by procedure name or tender procedure number). You need to enter
part of the procedure name and click on icon “Search” at the top part of the “All procedures” form to
use it.

You can select “Archive” in the menu “Tender sales” to view procedures at the archive stage.

4.2 Review of procedure notices

You can click on the icon < (“See the notice of the procedure”) of the appropriate procedure
in the list of procedures to get the full information about the announced procedure.
Form “Notice of the procedure” will be opened (fig. 40).
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Procedure info
Procedure type:
Number notice:
Number tour:
Procedure title:
Contact emails:

Publication date:

Organizer info

Organizer name:
Location:

Postal address:
Contact telephone:
E-mail:

Contact person full name:

Procedure stages dates
Offers:
Offers opening:

Offers review:
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Tender
TR706003
21

mull

28.06.2017

Rosneft Qil Company

Russia, 115035, Moscow, Sofiyskaya naberezhnaya, 26/1
Russia, 115035, Moscow, Sofiyskaya naberezhnaya, 26/1

7-499-4567847
test2017@mail.ru

Muponoa Mned OMUTpUeErY

28.06.2017 20:00 [GMT +3]
28.06.2017 20:00 [GMT +3]
28.06.2017 20:30 [GMT +3]

PARTICIPATION IN PROCEDURES

Fig. 40 Procedure notice form

The stage time, which is shown in the section “Stages of the Tender sales”, is viewed
according to the time zone set in User Windows APM settings. The Procedure notice contains
information about procurement procedure, about organizer, text of the Invitation to make offers.

4.3 Submission of the offer for participation in the procedure

You need to submit your offer to participate in the Tender sales. Participant has the right to
submit offer for participation in any time before the end date of the offers receiving.

Participant submit offers by uploading files with offer proposing. Offers obligatory needed to
be signed by the DS. IF the participant does not have DS, the participant will not be able to submit
offer.

To submit offer you need to click on icon B (““Submit offer”) in the Operation column of the
relevant procedure. The page with basic information of the organization — participant of the procedure
will be opened. (fig. 41).
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-

-

Information about the bidders

Organization full name: MpOM3B0ACTEEHHEIFN KOOMEDETHE «Sonys
INN: 6271558600
Legal address: 428000, POCCHIACKEA ©egepals, Yyealckan Pecnybnuxa - Yysawms, Yebokcapsl,
Yebokcapsl, NeHuKa, 3
Postal address: 428000, Poccwickan @enepaumn, Yyaawckan Pecnybnuxa - Yysawws, Yebokcapsl,
Yebokcapel, MNexvka, 3
Contact telephone: +8-123-123234123
Offers
Offer N21 *
File path: Select and download file

Add offer
Save Sign

Fig. 41 “Offer submission” form

Display form (fig. 41) contains following elements:

— Section “Information about procedure participant” — contains information about the
participant.

a) Full name of the organization;
0) TIN;
B) Legal address;
r) Postal address;
n) Contact telephone number.
— Section “Offers” — you need to upload file with the information about terms of the offer.

— File pathname — field for uploading files, files must comply one of the following formats:

a) Archives — zip, .rar, .7z;
6) Graphics images — .jpg, .gif, .png,.pdf;
B) Text files — doc, .docx, .txt, .rtf;
r) Electronic spreadsheet - xls, .xIsx.
To select file with offer you need to click on “Select and upload file” and specify the file path.
You can upload several files with documentation to one offer.
If it is necessary, you can submit more than one offer. To add offer you need to click on button
“Add offer”. To submit offer you need to click on “Sign”. Form of data verification will be opened
(fig. 42).
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-
Signature of filing of the offer procedure.
Procedure name: Purchase
Register number of the procedure: TP710001
Method of procedure: Tender

The signing of a package of offers: 3.10.2017
Attached offer

Offer N1
File name: MucsMo_T3K-TOPM.pdf Size: 390,73 k6

Back Sign

Fig. 42 Form of signing data verification

After signing data verification, you need to click on button “Sign”. If there are any mistakes
in the data — click on “Back” and edit data.

You have an opportunity to submit new offer before the Opening offer stage of the procedure.
You need to click on icon I+ of the relevant procedure and in the opened window “Offer submission”
(fig. 43) you can edit signed offer or add another one. After entering necessary corrections, you need

to sign it again.
4.4 Reviewing/recalling of the offer

Menu “Application for participation” on the main panel allows to operate with the submitted
offers. To view and to recall submitted offers” you need to select section “My offers” in the menu
“Applications for participation”. List of the submitted offers will be opened (fig. 43).

=

Quick search on offer #h  search
Register Mo. Lot number | Title of procedure Submission date Submission time Current stalus of offer =~ Operations

TR7T10001 1 Purchase 03102017 12:33 Offer 171: Accepted B "A

TP&11003 1 21112016 08:49 Offer 2/1: Accepied &

Fig. 43 List of the submitted offers

To view offer you need to click on icon ® (“View”) of the relevant procedure. The form will
be opened which will be containing information about offer (fig. 44).
f
Information about the bidders

Organization full name: MpOMZB0ACTBEHHEIA KOOMEPATHE «Sony:

INN: 6271558600

428000, Poccwiickan @efepauma, Yysawokaa Pecnybnmea - YyBalums,

Legal address:
UYebokcapel, YeBokcapw, MedkHa, 3

Postal address: 428000, Poccinckas @egepauua, Yysawckaa Pecnybnuxa - Yysalums,
Yebokcapel, Yebokcapw, NMedkHa, 3

Contact telephone: +8-123-123234123

Offer N22/1

10.pdf, pazmep 158 kb, qoBaaned 21.11.2016 09:49 [GMT +3]

Fig. 44 “View offer” form

To recall the application, you need to click on icon ‘8 (“Recall”) of the relevant procedure in
the offer list (fig. 43). The form with the text of recalling the offer will be opened, to confirm it you
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need to click on “Sign” (fig. 45). You can recall the offer only before the end date of the offer
receiving.
rf
'
Offeror tender Sony this notice revokes a previously sent offer to participate in the procedure.Procedure name: Purchase
Register number of the procedure: TP710001

Date and time of submission of offer: 03.10.2017 12:33
Date and time of withdrawal of the offer: 03.10.2017 12:37

Back Sign
Fig. 45 “Offer recall” form
4.5 Reviewing notifications

Offeror can view his notifications. To view notifications, you need to select section “Incoming
messages”. In the form “Incoming messages” (fig. 46) you need to click on icon ® (“View”) of the

relevant procedure.
?
Content topics notice #h search Advanced search
Departure date Topic Stalus reading | Operaions
13.02.2017 14:58 Veegomnerue o 05LABNEHUH NEPETORKKM MO NoTy M2l 3akynodHol npoueayps: PH701009 nosTopHas nepetopika (Cnocol 3akynku: 3anpoc NPeanomeHni | Mew &
26012017 1411 VeeaoMnEHME 0 NDJAue SAREKN HA Y4ACThE & sarynouHeik npoueaype PHT01016 3ansosHue sanuced - 2 (Cnocol sakymke 3anpoc npegnoKkeHu) Read >
26012017 1325 YEEJOoMNEHHE 0 MOJAYE 3ARBKH HA Y4acTVE B 3aKynouHoW npousaype PHT01015 3aasoeHme sanvcei (Cnocol sakynkn: 3anpoc NpeanakeHnil) Mew =
23.01.2017 1429 VEEAOMIEHHE O NOZAYE 33REKM HA YHACTHE B 3aKynoqHol npoueaype PHT01012 Pacchinka o Hasane npHema kom. uacTed (Cnocal 3akynku: 3anpoc npeanokerui)  New &
19.01 2017 1802 VEeaoMnEHUE 0 NOjaue SAREKN HA y4ACThe & sarynouHsik npouenype PHT01010 Buirpyska aaskkce (CrocoS sakynki: 3anpoc npeanaxesii) New >
19.01.2017 16:28 YeegomneHue of oGLABNEHHH NEPETOREKM Mo NoTy N21 3akynounod npoueayps: PH701009 nosTopHas neperop:ka (Cnocol akynkk: 3anpoc NPeanokeHtd ) Mew =
19 04,20 ‘YeeaomneHHe 00 HIMEHEHHH 337BKH Ha e mroKe N0 SaKYNOYHOR Npoueaype PHTO1009--2.m ATONHKE Lo &
Fig. 46 “Incoming messages” form
Incoming message form will be opened for viewing (fig. 47).
Incoming notifications X
Topic:
YBENoMNEHWE 0 NodaYe 3aREKM Ha YYaACTHE B SaKyMoYHOM npousdype PH701016 (Cnocob sakynxM:

3anpoc NpennoxesA)

Contents:
YBaXaeMbli NoMs308aTens!

WMHdropMupyesm Bac 0 Nogads 33ABKK Ha YY3CTHE B 3aKyNOYHOR npoueqype Ha 3TN 3A0 "T2K-Topr”, cexuus OAD "HK
"PocHedTs".

Homep npoueaypel: PH701016
HaMmMeHDEaHKE MpoUegyps:

Cnocol ZaKymnkK: 3anpoc NpeanoxeHyH
OpraduzaTop: New_fest

HauaneHas Uexa: 300 000,00 ¢ HOC 18%
BanwoTa: POCCMACKKMA pyOns

YUACTHHK Z3KYTIOUHON NPOLEIYDE:

semype
Fig. 47 Incoming notification form for viewing

Displayed form on the (fig. 47) contain following elements:
— field “Theme”;
— field “Content”.
By clicking on “Go to the procedure” notice of the announced procedure will be opened.
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S QUALIFICATION ASSESSMENT

5.1 Appling for qualification assessment

The functionality of the ETP provides a mechanism for submission of documents in electronic
form to pass the qualification as a potential offerer (buyer).

To apply for qualification, you need to click on the button “Prequalification” / “Apply” in the
menu “Implementation procedures” (fig. 48).

Implementation procedures =

1 3 Actual

’ My implementation offers

& Prequalification b & Apply

= .
n] Archive & . Prequalification applications

Fig. 48 Menu “Tender sales”

By clicking on the form of Qualification application, the “Basic information” form will be
opened without no option for editing (fig. 49).

Basic information Prequalification of Buyer

Basic profile data

Full name of organization (natural person) *:

For Russian legal entities, FULL name of the organization as stated in the Unified State Register of Legal Entities (EGRYuL) must be specified.

Short name *:

For a Russian legal entitiy with a short name specifiad in the Unified State Register of Legal Entities (EGRYuL) or its charter,
this line must be obligatorily filled-in.

INN *: 4101027687
IKO:

OGRN:
This line must be obligatorily filled-in for Russian legal entities.

OKPO:
KPP:
This line must be obligatorily filled-in for Russian legal entities.
OKOPF classifier
30001: MNpencTaBMTENbCTBA KPUMAWMHECKMX MWL

Website address:

=

Save Sign and send

Fig. 49 “Basic information” tab of the Qualification application form

In the “Buyer’s qualification” tab it is necessary to indicate the type of a buyer, also there are
fields for uploading required documents (fig. 50).
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Basic information Prequalification of Buyer
Buyer Type *: & non-resident of the Russian Federation ¥
To apply for qualification assessmer & non-resident of the Russian Federation

Documents

o

Files no larger than § MB

Fill gut / edit the application form

-
A& guestionnaire shall be submitted in the *.xls format with a scanned copy bearing the seal of the organization and the signature of its head in the *.pdf foemat with a
translation into the Russian language Files no larger than 5 MB

gtion:

Save Sign and send

Fig. 50 Application form for qualification

Qualification application form displayed on (fig. 50) is showing following elements:

— field “Buyer’s type” is a drop down list field, for selecting one of the types of
organization, Qualification application form will change (set of required documents)
according to the type of organization selected in this field;

—  “Apply for qualification” field - a field of “check-box” type, filled by default;

— fields for uploading files, it is necessary to upload files according to the required file
formats;

— field “Fill out/ Edit application form” - by clicking the application form will be opened,
which must be filled in.

5.1.1 Filling in and editing the application form

On the application form in the Documents block the Participant (Buyer) must fill out the
“Form". Click "Fill out/Edit the questionnaire" (fig. 51).

Documents

m

Files no larger than 5 MB

Fill out / edit the application form

Fig. 51 Application form for qualification assessment on the procurement application
form

The "Application Form" will open, which consists of the following tabs:

— «Basic informationy», which is represented by data from the organization's profile with the
ability to edit them (fig. 52-fig. 53), including the block “Did the name and / or legal form of
the Supplier/Participant change”, bank details, registration information, managers , owners,
etc., as well as a block in which the User must activate the checkbox "I agree upon signing
the application for qualification in the PJSC “OC “Rosneft” with the following" that User
agrees with the text below:

We, [name of the Supplier organization / Procurement Participant]:
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- guarantee the correctness and relevance of the attached information, and the
conformity of copies of documents to their originals;

- understand that the submission of false information will entail a refusal in the
qualification assessment;

- agree to use the information presented in the documents for the qualification
assessment in the base of potential buyers of hydrocarbon products of “Rosneft”;

- understand that in case of successful completion of the qualification assessment
procedure and the invariability of the information presented, the results of the
qualification assessment at PJSC “OC “Rosneft” are valid for 18 months;

- in case of interest in further participation in tenders of Rosneft, were notified of
the need to submit in advance a complete updated package of documents before the
expiration date of the qualification assessment;

- guarantee that the subject (s) of personal data was (were) notified that PJSC “OC
“Rosneft” will be the operator of personal data and has given consent.

On the Application form, the fields for registration data are available for input and
editing. If the Participant specifies an incorrect INN or checkpoint, an error message will be
displayed.

Note: The Supplier may be deemed not to meet the criteria of the qualification assessment if they are not provided
with information (not disclosed) and/or provided with irrelevant (unreliable) information about his actual location.

Basic information | Owners (shareholders) || Spedalization / Products | Contact details Branches/DO || Volumes of procurement/sales || Contracts Production capadty +

Resident of the Russian Federation: Yes
Full name *:
Short name *:
Brand Name (if applicable):
Indicate the name of the organization in full accordance with the registration documents.
Whether the Supplier / Participant of the changed the name and / or a legal form *
O No

O Yes

Full name of the head *:

L gpant® ks

Fig. 52 The "Basic information' tab (beginning)

1 agree upon signing the application for qualification in the PISC OC Rosneft with the following:
We, 000 "

- guarantee the correctness and relevance of the attached information, and the conformity of copies of documents to their originals;

- understand that the submission of false information will entail a refusal inthe qualification assessment;

- agree to use the information presented in the documents for the qualification assessment in the base of potential buyers of hydrocarbon products of Rosneft

- understand that in case of successful completion of the qualification assessment procedure and the invariability of the information presented, the results of the
qualification assessment at PISC OC Rosneftare valid for 18 months;

- in case of interest in further participation in tenders of Rosneft, were notified of the need to submit in advance a complete updated package of documents before the
expiration date of the qualification assessment;

- guarantee that the subject (s) of personal data was (were) notified that PISC OC Rosneft will be the operator of personal data and has given consent.

Save as a draft Save Close

Fig. 53 Tab "Basic information" (ending)

— «Owners (shareholders)» which includes (fig. 54):
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Basic information Owners (shareholders) Specialization / Products || Contact details Branches/DO || Volumes of procurement/sales || Contracts Production capacity ||| # -

bwners / Founders / Beneficiaries *
A Add

Type(category) Full name of the owner Country of registration/Citizen... Ownerships... | Note Oper...
Copy the infermation to the block “Final beneficiaries

Ultimate beneficiaries *

_AAdd

Type(category) Full name of the ultimate beneficiary Country of registration/Citizenship ~ Note Operat...

Save as a draft Save Close

Fig. 54 The "Owners shareholders' tab

a) Owners /Founders /Beneficiaries — a block containing information about the owners.
The block has the following attributes for adding or removing records to it:
1) Type (category) — the field is required to select from the directory on the ETP "Type
of organization" (fig. 55):
—  «Individualy;
—  «Legal»;
— «Another (for example, government agencies, the state, etc.);

Owners / Founders / Beneficiaries *

AAdd

Type(category) Full name of the owner Country of registration/Citizen... Ownership 5. Note Oper.
r v

| " P4

Individual

Legal
Another

Fig. 55 Drop-down list of the field '"Type (category)"

2) Full name of the owner — required text field;

3) COUNTY OF REGISTRATION / CITIZENSHIP — selection from the ETP directory;

4) Ownership —a numeric field required to be filled in (with the accuracy of specifying
the share to tenths and hundredths of a percent), when filling in which the change in
the ownership share occurs in increments of +-1%;;

5) Note —text field for input, optional to fill in,

6) Ultimate beneficearies — a block that contains information about the final beneficiaries
with the possibility of adding and deleting records in it.

—  «Specialization / Products» — which includes (fig. 56):

a) DIRECTION OF ACTIVITY (SPECIALIZATION) — required text field;

6) Average headcount for the previous calendar year — the block in which you need to
specify data for the last 3 calendar years;

B) Counterparty Category — the block in which you need to select one of the values: TRADER
or END-USER,;

r) Products (hydrocarbons) to be purchased — a block in which it is necessary to select a
subgroup of products (or several subgroups of products) for which, according to the results
of the qualification assessment, the buyer plans to be qualified;
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Basic information Owners (shareholders) Specialization / Products Contact details Branches/DO || Volumes of procurement/sales Contracts Production capacity | =

Direction of activity (specialization) *:

Average headcount for the previous calendar year *
2021 year

Infarmation on the average headcount should not contradict the data accepted for accounting by the Federal Tax Service of Russia (for residents of the Russian Federation) or handed over to a similar bodly
on the territory of a non-resident of the Russian Federation

Counterparty Category *

(7] Trader ) End-user

Products (hydrocarbons) to be purchased *

Preduct group Product subgroup Average monthly consumptio Type of shipment
Butyms! / Bitumen BUTYMHble MaTepuansl / Bitumen 0
CMas0qHble MaTepHank! / Lubricants CMasoqHble MaTepuans! / Lubricants 0
MapadmHoBo-s0CkoBaA Npodykuma / Paraffin wax MapaguHoso-BOCKOBaA NpoaykynA / Paraffin wax 0
production production
TRECTPAKTL f AdditivesiSs “mouT-T/SKCTpaKTL! / Addith

Fig. 56 The “Specialization / Products” tab

— «Contact details» (fig. 57) includes:
a) Organization contact details — the block which includes:

1) PHONES — editable field, filled in by default with the corresponding value from the
organization's profile on the ETP;

2) EmAIL — editable field, filled in by default with the corresponding value from the
organization's profile on the ETP;

3) ORGANIZATION WEBSITE — editable field, filled in by default with the corresponding
value from the organization's profile on the ETP;

— «Contact faces» - contains a list of contact persons (in the form of a table), with the possibility
of editing it;

Basic information Owners (shareholders) Specialization / Products Contact details Branches/DO Volumes of procurement/sales Contracts Production capacity -

Organization contact details *
A Add

Phones Email Organization website Operations

5-555- @example com i

Contact faces *

_aAdd

Full name Position Telephone Email Oper..

Bapos IMapar [NvpekTop 5-555- r3a21@ ru “
Fig. 57 The "Contact details" tab

— «Branches/DO» - contains a list of branches/UP to with the ability to add and remove
information from it (fig. 58);

Basic information Owners (shareholders) Specialization / Products Contact details Branches/DO Volumes of procurement/sales Contracts Production capacity >

_AAdd

Name Location Specialization Note

Opera..
r r
|

Fig. 58 The "Branches/DO" tab
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VERSION 4.6

«Volumes of procurement/salesy - it is intended to indicate information about the volume of
sales of products for the year and the list of main trading partners (fig. 59);

Basic information Owners (shareholders) Specialization / Products Contact details Branches/DO | Volumes of procurement/sales Contracts Production capacity | =

Information on sales volumes for one year *

from: m il i

Counterparty Category:

Purchase volume: Russian rouble
Sales volume: Russian rouble

List of major trading partners *
1. You must specify the main «Suppliers» and «Buyers»

2. For final consumers (production and processing) it is permissible to indicate in the line «Buyers» that «products are purchased for own needs»
3. In the absence of previously concluded contracts for the sale / purchase of hydrocarbons, indicate the planned «Suppliers» and «Buyers».

opics

_HAdd

Ne Contragent name (INN) Operations
uye:

jiAdd

Ne Contragent name (INN) Operations

Fig. 59 The tab "Volumes of purchase / sale"

«Contrats» - It is intended to indicate information about the presence or absence of existing
contracts with PJSC “OC “Rosneft”, claim work, etc. It is necessary to select one of the values
("Yes" / "No") in the corresponding field of this block (fig. 60);

Basic information Owners (shareholders) Specialization [ Products Contact details Branches/DO | Volumes of procurement/sales Contracts Production capacity || (=

Availability of existing contracts with PISC OC Rosneft and the Companies of the Group of the Company *
O No

O Yes

The presence of facts of refusal to conclude an agreement / claims claims with PISC OC Resneft and (or) affiliated companies of the Group of Companies in the field
of the purchase of hydrocarbons, oil and gas products, and petrochemicals *

) Mo

O Yes

The presence of facts of suspension of the decision on a positive qualification in PISC OC Rosneft in the field of purchase of hydrocarbons, oil and gas products and
petrochemicals *

) No

) Yes

Fig. 60 The “Contracts” tab

If “Yes” is selected, it is necessary to provide relevant information about the facts of
claim activity and the facts of refusal to conclude contracts. All fields of the table, except for
the CoMMENT field, must be filled in (fig. 61).

If “No” is selected, the table can be left blank, and the generated questionnaire file will
contain the value “0” for this block.
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The presence of facts of refusal to conclude an agreement / claims claims with PISC OC Rosneft and (or) affiliated companies of the Group of Companies in the field
of the purchase of hydrocarbons, oil and gas preducts, and petrochemicals *

O No
@ Yes
Information is provided on the facts of the claim activity and the facts of refusal to conclude contracts based on the results of tender procedures for the last 12 months for each case.
A Add
Companies of the PJSC OC Rosneft Group, ... | Claim facis / refusal to conclude a contract Incident count Comments Operati

The presence of facts of suspension of the decision on a positive qualification in PISC OC Rosneft in the field of purchase of hydrocarbons, oil and gas products and
petrochemicals *

O No
® Yes
A Add

Line of business Suspension Factors Incident count Comments Operati..

1. Information is provided on the facts of suspension of the qualification assessment for the entire period of interaction with PISC OC Rosneft and the companies of the Group of the
Company.
2. In the «Comments» field, a potential buyer / supplier can refiect their opinion on the validity of claims by the Company.

Fig. 61 The "Contracts' tab when selecting "Yes' values

— «Production capacity» — which includes (fig. 62):
a) PRODUCTION CAPACITY — text field to fill in;
0) OPPORTUNITIES FOR RECEIVING AND STORING PRODUCTS — text field to fill in;
B) AVAILABILITY OF LICENSES AND CERTIFICATES (NAME AND DETAILS) — text field to fill in;
r) AVAILABILITY OF OWN (LEASED) FLEET OF MEANS OF TRANSPORTATION OF PETROLEUM
PRODUCTS (NAME AND QUANTITY) — text field to fill in;
Basic information | Owners (shareholders) || Specialization / Products | Contact details || Branches/DO | Volumes of procurement/sales | Contracts || Production capacity | |+

PProduction capacity:

Opportunities for receiving and storing
products:

Availability of licenses and certificates (name
and details):

Availability of own (leased) fleet of means of
transportation of petroleum products (name
and guantity):

Note: Information is provided at the request of a potential buyer (in free form).
Fig. 62 The "Production capacity' tab

— «Confirmation of compliance with customer requirements» - contains a list of items of the
Customer's requirements (fig. 63). In each item, select the desired value by clicking on the
link (fig. 64).
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4 | / Products Contact details Branches/DO || Volumes of procurement/sales Contracts Production capacity | Confirmation of compliance with customer requirements
[ Click on the link in each block and select a value
Herebywe confirm that:

1) the activities of 000 " " are not suspended/suspended in the manner prescribed by the Code of Administrative Offenses of the Russian
Federation;

2) liquidation is / is not being_conducted in relation to Q00 ™ ', there is no/there is a decision of the arbitration court on declaring OO0 "
" insalvent (bankrupt) and on opening bankruptcy proceedings;

3) the head, members of the collegial executive body or the chief accountant of 000 " " do not have a criminal record / have an unexpired criminal
record (indicate which one) / have an unexpunged criminal record (indicate which one) for crimes in the economic sphere, and also these persons are not
enforced/enforced penalty in the form of deprivation of the right to occupy certain positions ar engage in certain activities that are related to the supply of goods,
performance of work, provision of services that are the subject of procurement, and there are nolthere are administrative penalties in the form of disqualification;

rederation (excep. ch a deferment, .. Loent tax credit are .. _ witn the legislation .

Federation on taxes and tees, wnich restructured in accordance with tne iegislation of the Russian Federation, accoraing to which there is a court decision mat
has entered into legal force on recognition of the applicant's obligation to pay these amounts fulfilled or which are recognized as hopeless to be collected in
accordance with and with the Russian legislation on taxes and fees) for the previous calendar year, the amount of which exceeds 25% (twenty five percent) of
the book value of assets participant, according to the financial statements for the last reporting period.

Save as a draft Save Close

Fig. 63 The tab "Confirmation of compliance with the requirements of the Customer"

Set of values

Set of values: v

not suspended

suspended
Confirm Close

Fig. 64 Drop-down list "Set of values" of the "Confirmation of compliance with
Customer requirements' tab

The “Form” is required. In case of an attempt to submit an application for participation in the
procedure without filling out the application form, a corresponding notification will be displayed
(fig. 65).

Error

Unable to save the data: Fill out an application form

OK
Fig. 65 Notification of the obligation to fill out the application form

5.1.2 Signing of the application for the qualification assessmenty

When submitting an application for a qualification assessment, all required fields are checked.
In the case:

— if the required fields are not filled in, a corresponding notification is displayed
containing a list of blank fields, and it is impossible to submit an application for a
qualification assessment;

— filling in all fields based on the entered data, a printed form of the document
(questionnaire) in *.pdf format is automatically generated, which is included in the
application and signed with the ES together with the application.

When all the fields are filled in, you need to click on “Sign and send” (fig. 66).

Save Sign and send
Fig. 66 Form Control Buttons
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In the opened window, you need to check entered data and click on “Sign” (fig. 67), “Yes”
(fig. 68) consistently to confirm Qualification application with DS.

Prequalification of offerer

Carefully re-read and check signed by the data

OCHOBHBIE CBEOEHWA 00 YY3CTHWKE NPOLEOYPEl DEANWME3LIMN

MonHoe HaMMEHDBAHKE: MPOMZBOACTEEHHLIR KOONSPATUE « -
CoKp3LEHHOE H3MMEHDBaHKE: Sony
WHH: 6271558600
QrPH: 5077746887312
Knn: 123456789
Afpec 3NeKTPOHHOA NOYTH ANA OTMPABKM COODLLEHWA 0T MMeHK NNoLWaaKK: @test.ru
Tenedron: 8-123-123234123
KonTakTHoe nuuo: Meaxos KeaH MeaHoswy
[T
"2/ ceTW MHTepHET:

e A08 Aduo s Shafouce e

Fig. 67 Signing of the Qualification application

Confirm ¥

b ] You carefully read the text of the application for Qualification assessment before applying and
oy you want to sign?

Oa Het

Fig. 68 Confirmation of the Qualification application

5.2 Viewing the applications for qualification assessment

To view the applications submitted for the qualification assessment and their status, go to the
menu “Implementation procedures” / “Prequalification” / “Prequalification application” (fig. 69).

Implementation procedures = - . N——

) Actual
, My implementation offers
& - Prequalification b & Apply

T 0
nl Archive & - Prequalification applications

Fig. 69 Menu item for viewing submitted applications for qualification assessment

Then the window with the list of your applications for qualification will open (fig. 70).

5"
Quick search by crganization #h | zearch
Application date Date of receipt of the application for consideration Application review sfatus Operations
28.06.2023 12:42:00 HanpaeneHx sanpoc 19.07.2023 & fj
20062023 09:23:11 ApxvE - Nnogaxa oDHoBNEHHAR 33REK3 ]
03.04.2023 16:05:56 18.07.2023 09:30:43 Review & f—J
03.04.2023 14:42:06 18.07.2023 09:30:45 Review &
22092022 12:21:56 22.09.2022 00:00;00 ADKME - OTENOHEHA &

07,05 <
Fig. 70 The list of your applications for qualification

The Participant who submitted the application is notified of the results of the qualification
assessment (fig. 71) or of the rejection of the application (fig. 72).
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BXOAALLEE YBENOMIEHHE

Tema:
YeenoMneHue o pesynbTarax KBanudukaumoHHo oueHki B NMAO «HK «PocHede: [ Notification of qualification results by
PISC OC Rosneft

CopepmaHme:
Opranmnzauma A

WHH 8911000673 / OI'PH 1234567891230
Yeepomnenmns N23900000092/1/10000177/1 oT 21.11.2023

MAQ «HK «PocHedTb» nHbopMupyeT Bac, yto 21.11.2023 6bIM0 NPUHATO PELLIEHUE O NONOKUTENLHOI oueHKe MKI
CWBTEXMPOEKT Ha COOTBETCTBUE KBaNWMUKALWMOHHBIM TpeboBaHUAM, NpegbABnseMbM K MOTEHUMAMBHBIM NOKYTIaTENAM
YrMEBOAOPOAHOTO ChiPbs, MPOAYKTOB HedTe-, rasonepepaboTin u HedTexumim B MNAD «HK «PocHedTe».

Bawa opraHuzauus gonyweHa go ydactvs B TeHgepax MNAO "HK "PocHedTs" Ha peanuMzaumio Clegyrowmx rpynm npoayKumm:
- CMazo4Hble Matepuans | Lubricants

- NapadwHoBo-BockoBaa npoaykuma [ Paraffin wax production

Cpok peidcTena keanudukaumm go 20.05.2025

MHdopMaums o NpoBoAMMBIX TEHAEPAX pasMellaeTca Ha caiTe MAQO "HK "PocHedTs” no agpecy: http://tender.rosneft.ru/

MpocwmM ceoespemMerHo yeeaoMnsaTb MAQ «HK «PocredTb» 0b nsMeHeHmax niobbix AOKYMEHTOB M CBEOSHWIA, NPEACTaBIEHHDIX
BaMW MPY NPOXCKASHUM NPoUSaypbl KBanubHKaLMoHHOH oueHkn B MAO «HK «PocHedTe» B KauecTEe yUacTHUKa Npoueaypsl
peanuzauuu Ha sales_prequal@rosneft.ru (B Buae oduumansHoro NUckMa Ha BNaHKe opraHu3aUMK C NPUIOKEHUEM
NOATBEPHKAAOLMX JOKYMEHTOB ).

[punoKeHHbIe JOKYMEHTLI:
Notif 3900000092 01 21.11.2023.pdf

3aKpbITh

Fig. 71 Example of a positive decision on an application for a qualification assessment

Bxopsllee yBeAoOMIIeHHe
Tema:
YBepoMneHue of OTKIIOHEHWN 3a8BKM HA KBaNWMMKALMOHHYID OLEHKY B KAYECTBE MOKYNaTens yrneBogopogHoi NpogyKumm
MAO «HK «PocHedTb»

CopepmaHme:
YBaxasMblid Nonb30BaTens!

15.11.2023 3asBKa Ha KeannduKaumorHyo oueHky OO0 "Opranvsauns B" B kauyecTse nokynatens yrneso4opoaHon
npoaykumm MAD «HK «PocHedTb» oTKNOHEHa.

pUYMHE OTKMNOHEHWS:

lMpencTaBneH HEMOMHBIA NAKeT AOKYMEHTOB (AOKYMEHTbI NMPEACTaBNEHbl He B No/HOM 0bbeMe, He cobniogeHbl TpeboBaHua K
NpefocTaBNeHWIo NMaKETY JOKYMEHTOR Ha KBaNWGMUKALMOHHYIO OLEHKY)

He npegocTasneHbl cBegeHNs O MOAHOI LENoYKe coBCTBEHHWKOE (HOMUHANBHBIX BMaAenbUes) A0oNei/akumnii NoTeHUManbHOM
nokynatens Mpoaykumm, ¢ ykasaHuem beHedmumapos (B TOM YMCre KOHeYHOro Bbirogonpuobpetatens/beHeduumapa —
(buanyeckoro nuua)

Balwa opraHu3aumns MOKET NOAATH 3aABKY Ha KBaMMGbWKALMOHHYIO OLEHKY NMOBTOPHO MOCAE YCTPAHEHWA MPUYMH OTKAOHEHWA
3aABKM.

[ns nomyserns Bonee nogpobHoi MHGOPMALMK Bbl MOKETE CBA3ATLCA C HAMMW MO SMEKTPOHHDI MoYTe
sales_prequal@rosneft.ru.

[okyMmeHT-0cHOBaHWe: AkkpenuTauna 2[13].pdf

KOHTaKTHOE NnLo:

WMeaHos WeaH WeaHosuy
managerl234@ .ru

3aKpbITh

Fig. 72 Example of notification of rejection of an application for a qualification assessment

If a request for information / documents is sent on your application for a qualification
assessment, you will receive a notification and the operation “Requests for documents / information”

7 will be available opposite the application.
5.3 Response to a request for documents / information

To send a response to a request, select an operation # . (fig. 70). A window will open (fig. 73).
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— Document [ information r
] 22.05.2020 17:26 HE Pochedme Fanxwd Mesx Onerosue

Answer request|

Sign | Close

Fig. 73 Form "Requests for documents / information"

To prepare a response to a request for documents/information (fig. 74):

1) select a query;

2) click the "Answer request" button;

3) on the form that opens, attach the documents on which comments have arisen;

— Document / information requests

— Response to the request

’
/

Regquest text u

K npeacTagneHHoMy NaKeTy AOKYMEHTOB UMEIOTCA CnedyrilWe 3aMeuaHus. 7
1. AHKeTa Vi
33MEUIHME K FHKETE 7

4
U4

BoilleykagaHHble AoKYMEHTEI [ MHthopMawmo HeobxonMMo NpeacTasMTe B cpok oo 19.05.2024 ’/
rF i

o

4

— D ts y i
»
Fill out / edit the application form E

Document description: |

File path: | | select and download fil

— Response text *

|
1
|
i
The response text *

|—

Fig. 74 Preparation of a response to a request for documents /information
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Note - when responding to a request for a qualification assessment, which contains comments on the
"Questionnaire”, the block Products (hydrocarbons) to be purchased is unavailable for editing (fig. 75).

4) prepare the text of the response to the request in the RESPONSE TEXT field,

5) click the "Sign" button.

The form for verifying the signed data "Signing the response to the request for documents /
information" will open. Check the information of the response to the request again and confirm its
correctness by clicking on the "Sign" button. A message about the success of submitting a response
to the request will be displayed.

-

w
Basic information Owners (shareholders) Specialization / Products Contact details Branches/DO Volumes of procurement;sales Contract{ =

Direction of activity (specialization) *:

L 2rrJEd Ove. = DT

Counterparty Category *

Trader ] End-user

Products (hydrocarbons) to be purchased *

Preduct group Preduct subgroup Average monthly consu... Type of shipment
AasyT-T/SkcTpaKTs / MNpucagruMaszyT-T/SkcTpaKTs / o
Additives/Exiracts
KoxaeHcar rasoesid cTabunbHeld [ Stable gas  Kongedear rasossi cTabuneHomf / Stable gas 5 TpySa
copdensate condensate
0oyETH / LightB
CeeTnbie Hede. | _wnates BeH3uH aw s
Ceernbie HedorenpogykTsl [ Light Dislillates Hadra / Maphtha 0 v
Save as a draft Save Close

Fig. 75 The block "Products (hydrocarbons) to be purchased" is not editable
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6 EMERGENCY SITUATIONS
6.1 Inaccessibility of the ETP

If the ETP is not available, it is necessary to:
1. Make sure that your computer connected to the internet. Try to load several network
services with figh reliability, for example: http://yandex.ru, http://rbe.ru and etc.
2. Make sure that domain part of the addres is correct https://tender.tektorg.ru.
3. Select “Clean cache” in the “Settings” menu, select “Clean temporary data” and
“Reload page with cache disabled” consistently.
Inaccessibility of the ETP can related to the maintenance work after system failure.
If user failed to determine cause of the ETP inaccessibility by himself, it is recommended to

contact with the technical support specialist.
6.2 Non-critical situation

In case of the failure situation the user will receive error message and recommendations on
how to handle the error on the web page, on which this error occurred. To fix the error you need to
follow the instructions on the page with the error text.

6.3 Ciritical situation

If the error cannot be fixed (i.e. user failed to fix it), you need to contact with the technical
support specialist, using the contacts indicated in the personal account of each user.
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