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Document description.

This document is a setup guide describing process of remote recieving of Non-qualified Digital
Signature (further as NDS) that doesn’t require to be present on the territory of the Russian Federation (RF) and
purposed only for non-residents of the Russian Federation who is not registered according the Russian
Federation legislation. This NDS allows you to work with ETP TEK-Torg JSC.

Usage of NDS allows you to:

- Register on ETP.

- Participate in procurements of hydrocarbon resources in Sales of petroleum products section as well as
participate in commercial procurements in Rosneft Oil Company PJSC section, Inter RAO PJSC.

To receive Non-qualified Digital Signature:

1.
2.
3.

Go to link: https://uc-itcom.ru/order-partner?partner=aotektorg_nekval. (Fig. 1)

Fill out all fields and send a request

After that a manager of certification authority contacts you via phone or e-mail. Manager will send
you a link for payment of Digital signature, application for creation of NDS. You can pay for NDS
only by card of Russian bank.

You will need to send a scanned copy of signed application, scanned copy of your passport and also
attach scanned copy of the payment.

The manager of Certification Authority will form NDS based on sent documents.

After that the manager of Certification Authority will send you a response e-mail with NDS along

with password and CryptoPro license key.

OcTaBuThb 3afBKY

Ha3saHue opraHn3al M

Bawe uma lopop TenedoH Ema

Onucaxme

OTnpaeuTs

Fig. 1


https://uc-itcom.ru/order-partner?partner=aotektorg_nekval
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System requirements

For NDS usage your PC should meet the following requirements:

USER’S PC MINIMAL CONFIGURATION

PRE-INSTALLED SOFTWARE

- CPU — Intel Atom 1,6 GHz;
- RAM -1 GB;

- HDD - 40 GB;

- Internet — 10 Mbit;

- keyboard;

- mouse-type manipulator.

- Microsoft Windows OS - versions: 7/8/8.1/10;

- Microsoft Edge, Google Chrome, Yandex, Mozilla
Firefox, Sputnik, Opera browser.

- CAdES Browser plug-in (ActiveX) 2

- Cryptographic Information Security Tool (CIST) not
lower than CryptoPro CSP 4

- Root certificates of the certification authority (CA)
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CryptoPRO CSP installation.

In case you miss pre-installed Cryptography Service Provider click “CryptoPRO 5.0” link below to
download CryptoPRO installation file to your PC.

CryptoPRO CSP 5.0.12000 for Windows 7 /8/10

After download open the .zip archive using file archiver program (ex. WinRAR). Archive contains
CryptoPRO installation file. Launch the file inside the archive and install the program using default settings.
During installation you might see the following window:

|.§ ¥eranosxa "Kpantollpo C5P 4.0.9342°

Caenennn o NONL3IOBA TERE B2pCHA NPOrpaMMb
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BEEAWTE CEpMAHLIE HOMED, COOTEETCTEYIOULAA MAISHIAHHONY COrNalWEHED,
B3 3AASHHOM CEpMAHOND HOMEDS CROK ASACTEMA NPOAYKTE TPH HECALA.

crams [amees ] omes

Fig.1 — CryptoPRO installation

Skip this window by clicking “Next” button. CryptoPRO installation will be completed.


https://www.dropbox.com/s/vwohuutrk1529vs/CSPSetup-5.0.12000.exe?dl=1
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Plug-in installation for QDS usage

To work in browser with various services and information systems using digital signature it’s required to
install additional software that expands the capabilities of browsers.

1. CryptoPRO CAdES Browser plug-in 2.0 — standard CryptoPRO CAdES Browser plug-in.

Go to link to download installation file. Launch the file after download. Click “Yes” in all confirmation
windows and wait before installation is complete.

2. capicom2102.msi — standard CAPICOM library by Microsoft.

Go to link to download installation file. Launch the file after download. Accept the license agreement, then
click “Next” in all confirmation windows and wait before the installation is complete.


https://www.cryptopro.ru/products/cades/plugin/get_2_0
https://www.dropbox.com/s/y2hmcheqxarxoob/capicom_dc_sdk.msi?dl=1
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CryptoPRO plug-in installation in browser.

in Google Chrome browser

@ k) % O &

Mew tab A‘

New window Ctrl+N

New Incognito window  Ctrl+Shift=N

History
Downloads Ctrl+)
Ecokmarks
Zoom - 100% - H
Print... Ctrl+P
Cast..,
o e Findl... Ctrl+F
Creste shorteut.. Edit Cut Copy Paste
MName window...
Settings
Q. search Google or type a URL &L Clear browsing data...  Ctrl+Shift=Del Help
I Extensions I
Ext
Performance [0
Task manager Shift+Esc
G +
7 [
Developer toals Ctrl+Shift+
spimex ‘Web Store Add shertcut

Opening extensions menu, find CryptoPro Extension for CAdES Browser Plug-in and install by
enabling the toggle.

CryptoPro Extension for CAdES Browser Plug-in

e PaclumpeHue No3BoNAET MCNONL30BATL
KpunToMpo 3UMN Browser plug-in & Opayzepe.
OnA paboTel TpebyeT yeTaHoBNeHHoro 3LN

Details Remove ’/—"" ®
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in Yandex Browser

- 100% + o

G

Incognito mode Ctrl+Shift=N

Settings g in to Yandex

History
rocycnyr ;
Downloads cri-)  BEaT &
+5.47°- (
Favorites BeTep 3-4m/c

Passwords and cards

Share screen

Add-ons

Syncing

Feedback

BROES] Bl FdIR-URE WG R )

Advanced

Opening extension menu, scroll the way down to find «CryptoPro Extension for CAJES Browser
Plug-in» and click «Install» button.

Kartanor Opera

Kpuntolpo 3UM WHcTpykuma no HacTpolike Insta
< MozeonAeT CO3[3EaTk W MPOEEPATE 3NEKTPOHHBIE NOANKWCKA 418 TOProE, DaHKUHIE 1 nojga4yv OTUETHOCTH B CD'—C_. PoccTat u Apyrue

OpraHel.
Learn more

The new tab will open, where you need to click “Add to Yandex Browser” and wait before installation
is complete.
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% aeTop: cryptopro
9 415

CryptoPro Extension for CAJES Browser Plug-in

Bawa ouenka:

Bcero oueH

in MICROSOFT EDGE browser

toggle.

) 8 v @ 1
5] Mew tab Ctrl+T
1 Mew window Ctrl+N
@ MNew InPrivate windaw Ctrl+5Shift=MN

Zgom — 1o0x 4+
‘le Favaorites Ctrl+Shift=0
(@ Collections Crl+Shift+Y
Y  History Ctrl+H
(:,_3' Shopping
i Downloads Ctrl+)
B8 Apps
2 Games
G Extensions I
T Microsoft Rewards
% Performance
.[:l Alerts and tips

+ [lobasuth B HHnekc bpay3ep

In the opened window find «CryptoPro Extension for CAdES Browser Plug-in» and enable the

From other sources

CryptoPro Extension for CAdES Browser Plug-in

Lo

Detail:  Remove

In the opened window click the “Add extension”.

Pacwwpetue nossonset ncnanesosate Kpunrollpo 2UN Browser plug-in 6 Gpaysepe. Aaa pabotul TpebyeT yeranosaenxoro 3LN B

10
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I % Add "CryptoPro Extension for CAdES Browser
' Plug-in” to Microsoft Edge?

The extension can:

= Read and change all your data on all websites
= Communicate with cooperating native

Ex

—

ications

in SPUTNIK browser

nyyweHHbin 6paysep CnyTHUK 1 Byab cpeav nepasix
ONYYUT AONTOXAaHHOE OBHOBNEHWE

CoxpaHuTe CTpaHMLY KaK...

YaaneHue A3HHEIX O MPOCMOTDEHHLIX CTPHMLAX. .
Pacwmnperus 3

Aducnetyep 3agaq

l»f_s

Hoeoe oxHo E pexme Hesnaumka

Hosas sknaaka

Hosoe okHO

Wcropus »
3
3arpysku

3axnagxks >
Macwrab - 100% + -

Mevars...

Haifru...

JononarnTenbHeIe MHCTPYMEHTBI « 2 >

VzmeHute Bripesats Konupoeats Bcrasute

Hacrpodkun

O Cnyrrvke

Opening extension menu, find CryptoPro Extension for CAdES Browser Plug-in and check the

“Enable” checkbox.

PacwmpeHua

CryptoPro Extension for CAdES Browser Plug-in 1.2,

PaclumpeHue NOZBONRET MCNONL20EaTL Kpuntollpo 3LUMN Browser plug-in B 6payzepe

Ana pabote Tpebyet ycravoenewHoro UM Browser plug-in.

8 | Bxawueno |
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in OPERA browser

@3 Go to full browser settings

-4

T _ B X
e 8=

d

Add your wallpaper Get more wallpapers

Use bigger tiles
Show Speed Dial suggestions ‘)

Show News

8

Show Weather

Privacy & Security

Block ads
Block trackers

Browsing data Clear

Find “Open Opera extension page” using search bar.

12
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B0 & =
/ ' open ohera x‘-
Accessibility

E:E:ixo;l:emc:e;:r:rlezize and style for Live Caption. Some apps and sites will also use this setting. g
Show a quick highlight on the focused object

=S o

Using search bar find «CryptoPro Extension for CAdES Browser Plug-in» and select it.
O Opel’O Gddor‘]s Extensions Wallpapers Develop SIGN IN

Home > Search res

CryptoPro Extension for CAd| /

Extensions

Club Rakuten Brows...

Being rewarded with

Club Rakuten is easy. |
1

CryptoPro Extensio...
PacluMpeHie NoseonAeT
<4 ; ncnonssoeate Kpuno....
- 109
——

More search results

. 4

Extensions for Mer...
A browser extension for

Chrome, Opera & Firef...

1]

MyJDownloader Bro...

Adds MyJDownloader to
your browser, a service

Number of search results for ‘CryptoPro Extension for CAMES Browser Plug-in® 1385

o

BrowserBack

Allows <= and > to
navigate the current pa...

Set password for yo...

This extension will allow
users to set password f

168

untermStrich Brows...

The untermStrich
Browser Extension.

CryptoStop

This extension blocks

cryptocurrency mining
(4

In opened window click the «Add to Operax» and wait until the installation is complete.

Home = Extensions > Developer Tools > CryptoPro Extension for CAJES Br

r Plug-in

Search for add-ons

CryptoPro Extension for CAdES Browser Plug-in

by cryptopro

< 425

Total number of ratings: 10¢

Your rating:

+  Add to Opera /

Pacwwpenue nozeonAeT ucnons3oeats Kpuntollpoe 3UN Browser plug-in & 6payaepe. ins paboTw Tpebyer
ycTanoenenHoro 3UM Browser plug-in.

[arHoe pacluMpeHUe NO3E0NAET COIAABATE M MPOEEPATE UMMBPOBEIE NOANUCH C UCTIONE30BAHUEM
Kpuntallpe UM Browser plug-in e Gpaysepax Ha ocHose Chromium (Google Chrome, Opera,
HAHperc.Bpayzep v ap.) anA Toproe, BaxkuHra, nogauw otueTHocTw B OHC, PoccTat u apyrie opradsl.

About the extension

Downloads: 5,502,432
Category: Developer Tools
Version: 1.2.13

Size: 66.5 KB

Permissions
Last update: Qct. 21, 2022
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in MOZILLA FIREFOX browser

ki 9_ =

CryptoPro Extension for CAdES Browser
Plug-in requires new permissions

Sync and save data Sign In
Mew tab Ctrl+T
Mew window Ctrl+M
Mew private window Ctrl+5Shift+P
Bookmarks >
History >
Downloads Ctrl+]
Passwords

Add-ons and themes Ctrl+Shift+ A
Print... Ctrl+P

In the opened window find “Rutoken Plugin Adapter” and activate it.

5"".”‘ Rutoken Plugin Adapter a -

MozeonseT mcnons2oeate PyToken Maarvk /

Root certificate installation.
Go to link and download root certificate

Root certificate

Then open downloaded file

14
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Open File - Security Warning

Do you want to open this file?

Mame ChUsers\etp_guest\Downloads\itk_corp.cer
A Publisher: Unknown Publisher
Type: Security Certificate
From: Ch\Users\etp_guest\Downloads\itk_corp.cer

Always ask before openm{'

2 While files from the Internet can be useful, this file type can potentially
\ﬂl harm your computer. If you do not trust the source, do not open this
- software. What's the risk?

In opened window select “Install certificate”

15
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wh Certificate >

General Details  Certification Path

@ﬂ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Itk Corp.

Issued by: Itk Corp.

Valid from 11/9/2022 to 11/3/2027

_______---'F Install Certificate... | | Issuer Statement

Select if you want to install the certificate for current OS user or for the local machine and click the “Next”
button
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“# Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation

lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity

and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
@ Current User
() Local Machine

To continue, dick Mext.

Mext

Cancel

Select “Place all certificates in the following store”, then click the “Browse” button

17
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“~

&5 Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following stare

/ Certificate store:

Browse...

In opened window “Select Certificate Store” select “Trusted Root Certification Authorities” and click

“Ok”

Select Certificate Store >

Select the certificate store you want to use,

- _| Personal _ S -
- Trusted oot Certification Authorities
-+{_| Enterprise Trust

L 7] Intermediate Certification Authorities

| Trusted Publishers store
LT Hintrsted Certifirates W
£ >
e base
[ ] show physical stores re

Gl ||

Click “Next” then “Finish”

18
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€ L& Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
|Trusted Root Certification Authorities | | Browse. .. I

Mext Cancel

Click “Yes” in opened security warning

19
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Security Warning

You are about to install a certificate from a certification
! authority (CA) claiming to represent:

Itk Corp.

Windows cannot validate that the certificate is actually from
“Itk Corp.”. You should confirm its origin by contacting "Itk
Corp.”, The following number will assist you in this process:

Thumbprint (shal): 41A2E568 CF446243 BAS2CZES 5A582C48
AS2599F5

Warning:

If you install this root certificate, Windaows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Wes” you acknowledge this risk.

Do you want to install this certificate?

Installation is complete.

Certificate Import Wizard >

i .
o The import was successful,

20
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Certificate installation on PC.

After receiving and unpacking the archive insert your USB security key (flash drive), copy “Nms.000” folder to
USB flash drive main directory. Save the *.cert file in any folder on your PC.

Insert your USB security key into your PC.

Click the “Start” button — “Programs”, open Crypto-Pro folder then select CryptoPro CSP

. Crypto-Pro
Mew

“ Certificates

‘ CryptoPro CSP

E CryptcPro PK license management

CryptoPro Tools
Mew

In opened window go to “Service” bar (in case you purchased CryptoPro license key first insert
the license key into “Set license” field in the “General” tab).

+ CryptoPro CSP *
Security Winlogon TL5 Settings CSPs
General Hardware Service Advanced Algorithms
() CryptoPro CSP Version: 5.0.12600 KC1
\S)

© Crypto-Pro LLC. Al rights reserved.

% Run as administrator

Select language to display CSP windows
for your user account:

Select language to display CSP windows
for users who did not set language
(system default):

Technical Support oK

License

Serial number: 50504C00000 LAPKXHM3U

Owner: admin

Organization:

License validity: Permanent

License type: Client

First install: 6/16/2022 setfeense. .
Language

<System Default>

English

Cancel Apply

21
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In the “Service” tab click the “Install my certificate” button

< CryptoPro CSP x
Security Winlogon TLS Settings CSPs
General Hardware Service Advanced Algorithms
Private key container

This wizards allow to check, copy or delete a private key container
from a carrier,

Check... Copy... Delete...

Certificates in private key container
This wizard allows to view certificates located in a private key container
and install them into a certificate store.

View certificates in container...

Private certificate

This wizard allows to link certificate from a file with a private key
container by installing it into a certificate store.

Install my certificate. ..

Passwor private keys

is wizards allow to change passwords (PINs) on private keys or
remove previously saved passwords.

Change password... Delete saved passwords...

Technical Support oK Cancel Apply

Click “Next” — “Browse” then select your certificate file with .cert extension. If the program can’t
locate your certificate select All files to see all files in “Browse” menu.

22
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o ae vanl EoIP- N o [r——
< Private certificate installation wizard >
Certificate file location

Type or choose installing cerficate file location ﬁg

Certificate file name:

|| Browse ...

Certificate file format can be one of the following:

Certificate file - X.509 { CER,.CRT)

Message in PKCS #7 standard (.P7B,.P7M,.DER)
Microsoft seralized cerfficate store ((55T)

Base64 encoded cerificate ((B&4, . TXT)

Personal information exchange file PKCS #12 (PFX, P12)

Mote:

Mare than one certificate can be stored in a single file in the some
formats.

Next step the program will ask you to locate directory to your USB flash drive. Select the

container you need —

“Nms.000”, click “Ok” then follow program instructions.

BeiBop konTednepa - Kpuntollpo CSP

BriDop KNKOYEE0ro KOHTEAHEPS

B cMucKe NoKasblBaTh:

(®) pywecTEeHHbIE MMEHa () YHuKanbHele MMeHa

CNMCoK KNoYesslx K.OHTEIiHEDOB MoneZ0EaTENA:

S
CuMTblBaTENE  MMA KoHTelHEPa

OupexTopua  9b521af5-d767-49d7-5558 116638 1458C3 - Copy
AwvpexTopHa
AupexTopus
Auck D
Fultlaiqn]
Anck D
Auck D
Filtle qn}
Auck D
PeecTp
PeecTp
PeecTp
PeecTp

Check the data from the certificate and make sure you’ve selected the certificate you need. Then

click “Install” button

23
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4 CepTUhUKATbI B KOHTEAHEPE 3aKPLITOMD KNKIYA *

CepTidMKaT ONA NpocMoTpa
MpocMOTPUTE W BRIGEPUTE CEpTUOMKET

CepTidikar: | . = |
CybbekT: | WMHH 1oN= _ STREET="BH.TEP.T, MyHMUMNaNEHEIA oKpyr AHE||
MocTasuwk: [MHHIon=. . . .OPH=_ ... ..., C=RU, 5=77 Mockea, L-|
[EelCTEMTENEH C: | 15 aerycra 2022r, 9:23:38 |
[JeifcTBMTENEH No: | 15asrycra 2023 r. 9:33:36 |
CepuiiHbii Homep: | 358F 6996 0001 0000 167 |

¥CTaHoBMTE CBOICTER. ..

Obzop...

If certificate was installed the first time you will receive the message

+ Kpuntolpo CSP >

CepTHdUHEAT BBIN YCTAHOBAEH B XpaHUAWWE “NIMYHO:"
TeKyWero NoNe30EaTana.




