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Document description.

The present document is an guide and describes a process of remote obtaining of a Non-
certified Digital Signature (hereafter NDS), without the need to be personally on the territory of
Russian Federation, and intended only for non-residents of RF, not registered in accordance with the
legislation of RF. The present NDS allows to work on ETP JSC “Tek-Torg”.

NDS allows:

e Register on ETP.

e Participate in tenders on buying hydrocarbon materials in the section of Tender sales
of raw hydrocarbons, and also participate in commercial procedures in the section of
PJSC OC Rosneft.

To obtain NDS it is necessary to:

e Set up the PC as per section 1,
e Follow the steps in section 2 to produce the certificate,
e Prepare and send the documents to JSC “TEK-Torg” as per section 3.

Only non-residents of RF can use this service and obtain NDS.



1. Technical requirements.

1.1. Requirements for the PC
To obtain and use NDS, the PC must meet the next requirements:

MINIMUM REQUIREMENTS FOR USER’S PRE-INSTALLED SOFTWARE
PC

e Microsoft Windows operating system,
versions:
2003/Vista/2008/7/2008R2/8/2012/8.1/10;

e Microsoft Internet Explorer Browser (9

_ version or higher, 11 is recommended)

keyboard, e EDS Browser plug-in (ActiveX) 2

MOUSE. e Cryptographic Information Protection Facility
(hereafter CIPF) CryptoPro CSP 4

e Root certificates of certification authorities
(hereafter CA).

processor — Intel Atom 1,6 GHz;
RAM -1 GB;

disk subsystem — 40 GB;
internet connection — 10 Mbit;

1.2. Setting up the PC
All software must be installed using Administrator rights and with disabled antivirus:

1) Download using the link - CIPF CryptoPro CSP 4 and install.
2) Download using the link — CA root certificates and install it in “Trusted root certification
authorities”.

o gacerts g
Open
Install Certificate [}

Open with...

Share with ¥


https://cpca20.cryptopro.ru/soft/40Lic/cspsetup.exe
http://cpca20.cryptopro.ru/soft/cacerts.p7b

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
kists, and certificate revocation ksts from your disk to a
certificate store.

A certificate, which ts issued by a certification authonty, is
a confirmation of your identity and contains information
used to protect data or to establish secure network

< [Next>[0mcd]

' Centificate Import Wizard (=]

Certificate Store
Certficate stores are system areas where certificates are kept.

ew folder

Windows can automatically select 3 certificate store, or you can spedify a location for
the certificate.

o ) Aytomatically select the certificate store based on the type of certificate
9 Place all certificates in the following store

Certificate store:

1

3) Installation of Plug-in for browser, version 2.



http://www.cryptopro.ru/products/cades/plugin/get_2_0

Choose the second version of the plug-in for Internet Explorer, which supports CIPF 4.
Download the plug-in using this link. Download it using Internet Explorer, which
provides the appropriate work of the link. Downloaded file “cadesplugin.exe” must be
installed as an ordinary program.

4) Add the website https://cpca20.cryptopro.ru to the "trusted site™ in Internet Explorer
1.3. Virtual machine for production of NDS.

If you can’t use PC to produce NDS, for example, due to limitations described in p.1.1, you
can use “Remote desktop” (RD) with pre-installed software.

To get the password to connect to the DDC need to contact the support of TEK-Torg.
%, Remote Desktop Connection = ?

Remote Desktop
» Connection

Logon settings
.~ Enter the name of the remote computer

Computer tektorg In24 nu 3389 v

User name etp_guest

You will be asiked for credentials when you connect.

| Alow me to save credertials

Connection settings

Save the cument connection settings to an RDP file or open a
) saved connection

‘ Save { Save As. Open

~ Options [ Comnect || Hep

Make sure to save generated NDS Private key on USB stick when using Remote desktop!



http://www.cryptopro.ru/products/cades/plugin/get_2_0
https://cpca20.cryptopro.ru/

2. General description of the process.

2.1. Obtaining the Non-certified Digital Signature for non-residents of RF
To obtain NDS, perform the next steps:
2.1.1. Send a registration form to Personal area of CA

1) To access to CA Personal area, the PC must be prepared as per p.1.2 or it will be
impossible to follow the next steps. When following the link, the “This website has
been reported as unsafe” information message will appear.

2) Follow the link wusing Internet Explorer browser — Persobal area (PA)
(https://cpca20.cryptopro.ru/UITekTorg/) and press «Registration» button:

o 2 https://cpca2l.cryptopro.ru/uitektorg/

(= YooCToBEPADILLWIA LEHTD [ ] E'

i 2o [
mmmorpc Crypto-Pro Certification Authorit
R KPAMTOPO rypto-Pro Certification Authority

Personal page - for registered users
Reqistration - for new users

Installing snﬂm\

To begin you must install on your computer

« CryptoPro CSF 4.0 1-Lic

and

« CryptoPro Browser plug-in.

Notes
All traffic to CA Web site is encrypted by TLS.
CA certificates are here.

CA rules: ReglamentTekTorg.pdf (in Russian).

Copyright {C) Crypto-Pro Certification Authority
Copyright {C) Crypto-Pro 2017

3) You will proceed to Registration form — fill out it in English. Save password! It will
be visible when pressing “Click here to see password” field:

Indicate only real e-mail box!
Make sure to save the password!


https://cpca20.cryptopro.ru/UITekTorg/
https://cpca20.cryptopro.ru/UITekTorg/

Registration

O6wee vMA (Common Name)™

Ivanov Ivan

CTpaHa (Country)

Typumsa <
ropoa (Locality)

Ankara

Opranmzaumua (Organization)

LS "OIL inc"

3NeKTPpoOHHaA nouTa (E-Mail address)

i.ivan@ivanovich.ru

Login™
ivanov

Password™ I have login

Registration

4) Press «Registration» button after filling out the form. The application is sent for
consideration.

5) A notification with results will be sent to the indicated e-mail after completion of the
p. 2.1.2 (payment of the order for production of the NDS).

2.1.2. Pay for the service of obtaining the Non-certified Digital Signature.

1) Follow the link https://www.cryptopro.ru/order/nonresident/?online=true and proceed
to CA “Crypto pro” LLC site.

©— Kpuntollpo | Kntouesoe X

&« C Y} & Hagexneii | https://www.cryptopro.ru Tk w ® 3OS Z @ 0

i3 Cepewcei W Bookmarks | | Heaswwwmocts | | 3Wanwa | | Myseika AeTo PaGota & CM Mokynkwx web » [pyrue saknagkn

P KPMNTONPO  KpunTollpo o e

S Kniouesoe cnoso B 3alMTe MHdopMaLmu

O komnaHum MpopykTel Yenyrun MapTHEpe! Mopaepxka | MNpuobpeTtenue 3arpyaka Bnor Daopym

KDpnanueckne nuya @)

K DHIMYECENE nuua

Jilo4eBoe CIoBO B 3allnTe Mchopmame P —— T——

c yero Haanb? / Payment methods
............ Mo mnmae asdh s nsem L LT @ _—_elvew-

2) Fill out an order for production of certificate. To work with a certificate it is necessary
to buy a license for CryptroPro CSP 4 (license is termless). So, if you form NDS for

8


https://www.cryptopro.ru/order/nonresident/?online=true

the first time, it is necessary to pay additional 4950 rubles for the license, besides
payment for certificate production (5550 rubles). To fill out an order:
a. Choose “TEK-TORG” in “Products”.
b. Choose the necessary amount of certificate licenses and NDS, and press «Add
to cart».
c. Check «Shopping Cart» and press «Proceed to checkouty.

[ Products
I CSp TEK-TORG
I ICP
I Signature Certificate Product Price | g)Puantity

E HT_TDRG Yonyri YOoCTOEEPRAIDWEND WEHTPA NO COSO3HMIC cepTudMKaTa Knioua
Other npoeepkl 3N ana T3K-Topr v muenzka «KpunTolpo CSP: sepoun 4.0 10 500,00 1 a
o (menonuesus Lic)/User signature certificate for TEK-Torg and "CryptoPro E

C5P" v, 4.0 (medification Lic) User License

Yenyry YOocToeepRiowero LeHTpa no Cosnannio CepTHhMKATa Knoua 5550008 0
nposepkK 3N ana T3K-Topr/User signature certificate for TEK-Torg !

Nuexzus Ha npaso McnonssoeatmA CK3KW "KpunTolpo CSP" sepoun 4.0
(menontexms Lic) Ha oaHom pabouem MECTE € 4OCTYNOM HA NopTan

TexHryerkon neaaepssn/ CryptoPro CSP" v, 4.0 (modification Lic) User #1950,00 8 0 a
License including technical portal access

Nuuexzug Ha oSHoenesme CK3K "Kpuntolpe CSP” oo sepown 4.0
{ncnonHesus Lic) Ha ooHom pabouem MECTE C AOCTYNOM HA NOpTan

TexHuqeckel nogaepekm CryptoPro CSP" v. 4.0 (modification Lic) EE IS 0 &
upgrade User License including technical portal access

9! Add to cart

shopping Cart
Product Price Quantity Total
TNHuexz1a Ha npaso McnonesoeanmMA CKGK "KpunTollpo
CSP" sepcni 4.0 (Mcnontexin Lic) Ha oaHoM padouen
MECTe ¢ MOCTYMOM Ha NOPTan TEXHHYECKoN 4 BEDFJEQ'}ET 1 4 950,00 ::move
noanepwrm" CryptoPro CSP™ v, 4.0 (modification Lic) -
User License including technical portal access
Yoy Yoocroeepsiowere LieHTpa no cosgadno
cepTHdMKaTa KNoYa Nposepky 31 ans T3H-Topr/User 15 C?S&_P EBE,) 1 5 250,00 B E:m =
signature certificate for TEK-Torg ’ —_
NDS for Komlev Andrey
o\ Total: 10 500,00 P
P

Proceed to checkout |

® 2000-2018 KPUITTO-TPO +7 {495) 995-48-20

d. You will proceed to “Contact information” form. Fill out it with information
about NDS recipient.

ATTENTION! Contact information in form must coincide Registration in p2.1.2

(3).




Licence agreement Payment Delivery

Perncrpaynonnan dopma gna dmsmuecksnd nuy/ Customer registration form

o paHafCountrI“taly v
CDHM Komelv

Mma/Firstnamg Andrey

OtyecTeo/Middlenames
Tenedon/Phonad  +79251234567
3nexTpoHHan noqTa/Emails you_email@test.ru

Appec pervcTpalid you_adress for_perss

NAATENbULKA/Billing addres
[+ éepmam CBOE COrnacue Ha nepefavy WHhopMauwK (B ToM YHCNE NEPCoHANBHEX AaHHLIX) B 3NeKTpoHHON dopre B 000 «KPUMTO-NPOs* W fanbHeRwWwyo ee
ofpadoTky B COOTEETCTEMM C 3AKOHOOATENECTEOM Poccuickoi ®enepaunn./I agree to transfer information (including personal data) in electronic form to CRYPTO-PRO LLC and
its further processing in accordance with the legislation of the Russian Federation.

# g nnwm%m ¢ yonoenamn(1 have read and agree to the terms of the NuuerswonHore Cornawerna/Licence Agreement.

© 2000-2018 KPUMTTO-NPC +7 (495) 995-48-20

e. Fill out the form in English and press «Continuey.
f.  You will proceed to checkout page. Check all the information and press «Get
payment link to my email» whenever you will be ready to pay.

WARNING:

Lastname and firstname of the customer must match the lastname and
firstname of the cardholder.

To proceed press the button "Get payment link to my email”™.
You will have 2 hours to pay for the order.

Invoice will be sent to your email.

Please, carefully check the order.

Customer; Komely Andrey

Email: you_email@test.ru
Delivery type: OHnaik-3arpysKa NHLEHSHK
Total: 10 500,00p

Product Price Quantity Total

Yenyri ¥oocroeepsaiowero LIeHTpa No CoZ0aHuin CepTdMKaTa KNoYa Npoeepkm

3N ana T3K-Topr/User signature certificate for TEK-Torg 3550008 11 3 550,00 £

JIHUEHZMA Ha Npaso Mononesoeanua CKSM "KpunTollpo CSP” eeposn 4.0
{wcnonsetus Lic) Ha ogHom paboyem MECTE C AOCTYNOM HE NOPTAN TEXHWHECKON
noanepxim” CryptoPro CSP™ v. 4.0 (moedification Lic) User License including
technical portal access

4 550,00 £

(=

4 550,00 8

Total: 10 500,00 2

Back Get payment link to my email I

Back to the order form | CRYPTO-PRO Web-site

© 2000-2018 KPMOTO-MPQ +7 (495) 995-48-20

g. You will receive a letter to the indicated e-mail with a link for payment, which
works only for 2 hours. Follow the link to pay for the order by a bank card. If
you don’t pay for an order at specified time, repeat “a-g” items again.

10



Invoice-
00023277 ot

|4m

Dear Komelv Andrey,

Thank you for your interest in LLC CRYPTO-PRO products. Your order will be processed once payment has been confirmed.

You can find invoice 00023277 ot 23.08.2018 in the « attachment.

To pay your invoice online please click on the following link below:

[ hitps-/isecurepayments. sberbank.ru/payment/merchants/cryptopro/payment_en.html?mdOrder=0616aa%8-d63f-7c05-0616-aa98000030¢c2

Warning: You can pay for the order within 2 hours after receiving this message. After this time, the payment gateway will notify "Or

ATTENTION! Use only personal debit card to pay for the services — full name of
NDS recipient, indicated in the Form, and full name of the payer, indicated in the debit
card, must coincide.

2.1.3. Form a certificate.
1) After the payment, wait for a letter to the email address indicated in the Form with the

requisites for access to the Personal CA area.
2) Follow the link, specified in the letter. The personal area interface opens:

11



e @ https://cpcal.cryptopro.ru/uitektorg/

(22 Ya0CToBEpAKOLLMIA LEHTp LT e

P KPUTOMNPO  Crypto-Pro Certification Authority

Personal page « for registered users
Reqistration - fnrnmm\
Installing software

To begin you must install on your computer

» CryptoPro CSP 4.0 1-Lic

and
» CryptoPro Browser plug-in.
Notes
All traffic to CA Web site is encrypted by TLS.
CA certificates are here.

CA rules: ReglamentTekTora.pdf {in Russian).

Copyright (C) Cryplo-Pro Certification Authority
Copyright (C) Crypto-Pro 2017

3) Press  «Personal  page»  and

authorize in CA Personal

area

(https://cpca20.cryptopro.ru/UITekTorg/) using login and password, received as per

p.2.1.3:

Enter with login and password

User information

Login:

Password:

Continuing the registration process of the user of the Certification Authority with a temporary login and password.

Enter

4) Form an order for production of NDS certificate — press “Create” button in

“Certificates” section.

12


https://tektorg2016.sharepoint.com/PM/DocLib1/Проекты%20развития/Электронная%20подпись/Инструкции/CA%20Personal%20area

P KPUOTOMPO  Crypto-Pro Certification Authority

Log Certificates
= Cm‘l:iﬁcates‘.‘#

@ g N »

Holded Update Crea
Expired
Revoked
[=] Requests
Certificate

Serial Number Valid from

Suspend
Unhold

Revoke

5) Certificate order form appears. Choose in “Certificate template” field — “User
certificate - TekTorg [YL[ KPUIITO-IIPO]”.

Certificate request

Certificate template
User certificate - TekTorg [YL| KPUNTO-MNPO] &

Cryptographic Service Provider
Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider -

Key usage

Signing and encryption

Key size
Hash algorithm
Validity period

Private key validity period

Comment

Submit

Press «Submity» button to start the production of NDS.

6) A form to choose where to store a NDS private key appears. It is possible to save NDS
Private key to PC memory, USB stick or special token key. It is recommended to
insert USB stick and choose “Disk”, and press “OK”, as indicated in the picture
below:

WARNING! In case of loss of generated NDS Private key — it will be impossible to
restore it. It will be necessary to order and pay for NDS production again. Make a copy of
Private key as per p.2.1.6, after NDS production, when saving it in the register!




0:08:33
(e BcTasoTe M BolbepuTe HOMTEND ANA XPAHEHUA KOHTElHepa
3l 33KpbITOro Kmnoua “te-bf2f4d8c-2015-4e88-a73d-
0c302e2a76d1".
l Ceeaennsn
H YcTpoicTea: BCTasneHHbI HOCUTEND:
D -
Aktiv Co. CocTosHue:

OTtmMena

Ceegerna <<

7) NDS Crypfof’RO CSP generation window appears:

Kpuntollpo C5P

tﬁ? ANA reHepaLE CﬂWEﬁHﬂﬁ NoCnefoEaTENBHOCTH.

nEDEMELLI.EﬁTE YKa3aTenbe MbILLIA KWK HEWMMaITE PaznNUYHbIE KNABMLLIA

>
0:09:53

To generate NDS, a user must actively move a mouse and press the keyboard buttons

in random order.

8) After the generation is over, a form for creating a password for NDS privet key opens

Attention! Be sure to save the password, because it cannot be restored. The only
possible way to restore it — order and pay for production of the NDS again!

% Kpuntollpo C5P

=
3:’
|

(®) YCTaHOBWTE HOBKIN N3P0k

3anaiiTe Naponk ANA CO3O03E3EMOr0 KOHTERHEDS “te-
43cadcbe-d 2d6-4e07-95d9-95d04377 102",

>
0:=08:51

RU

HoBkRIiA Napons: |

MogTEep#HAEHHWE: |

0K I | OTMeHa

MoapobHee ==
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Fill out a password in “Hogsiii maposps” text field and reenter it in “TloarBepxaeHue”
text field. Save a password. Never tell the NDS private key password to anyone. Press
GGOK79.

9) An application is sent for consideration to the Tek-Torg Operator and reflected in the
Certificates list.

2.1.4. Form and send the necessary package of documents to JSC “Tek-Torg”

1) Attach the next documents:

- application for production of a certificate, certified by the signature of the
person, in whose name the certificate will be produced, and by the stamp of the
company;

- documents, recognized as identity documents in compliance with the
legislation of the Russian Federation.

Documents issued on the territory of a foreign country must contain notarized
translation into Russian. Besides, notarial stamp must also be translated into Russian.
Identification of the Client is made by a notary, when the Client personally visits him
to notarize translation of the documents.

2) Send the scans of documents to help@tektorg.ru.

3) Send the original documents to JSC “Tek-Torg” postal address. Check the address
here:

115191, Moscow, Gamsonovsky pereulok, d. 5, building 2, 5 floor, room VII.

2.1.5. Results of the application for production of the Non-certified Digital Signature.

After the consideration of the application for certificate production mentioned in article 2.1.4.,
a user will receive a letter to the e-mail address indicated in the Form. If it was approved:

1) Follow the link — CA Personal area (https://cpca20.cryptopro.ru/UITekTorg/). Press
«Personal page» and authorize.

2) In the Personal Area will appear a link to download a certificate, which can be installed
on the PC. Press “Certificates” and “Download” in “File” table to install it.

Log -
= Certiﬁcateﬁ‘/ Cer:_tlflcates = % =
valid % 3 HY L> — =
Holded Update Create Print
Expired Serial Number Valid from Valid to Status \File
Revoked OFDD104EE49400C580E711C24A 06.06.2017 17:18:38 06.07.2017 17:17:45 NeicTBMTENEH

[=] Requests

3) NDS certificate must be printed, signed, and sealed by the organization stamp (the NDS
recipient will represent the company when working on the ETP with the NDS) and send:
- the original certificate to JSC “TEK-Torg” address, specified in the article 2.1.4. The
document must be obtained by JSC “TEK-Torg” in 20 (twenty) days from the
date of certificate obtainment.
- the scan of document to help@tektorg.ru.

15


mailto:help@tektorg.ru
http://tektorg.ru/#contacts
https://tektorg2016.sharepoint.com/PM/DocLib1/Проекты%20развития/Электронная%20подпись/Инструкции/CA%20Personal%20area
https://cpca20.cryptopro.ru/UITekTorg/
mailto:help@tektorg.ru
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3AKPLITE

Cregennsa o cepTHdHKaTE:

Bepenn: 3
Cepuiinpiii Homep: (FDDI104EE49490C380E711C24 AES

E=cpca@cryptopro.r
Brmagenen cepradurara:

Cpox neficTBHS!
HefictenTener ¢ 06.06.2017 17:07:43
HefictenTteneg mo:  06.07.2017 17:17:43

Knarou nposepKH 31eKTPOHHON MOSOHCH:
Amropamu: TOCT P 34.10-2001 (1.2.643.2.2.19)

TTmammn - ANAPAANATIA S5SNI A AT IAOA0ANT IA 9502 00 A2 1 a1

V¥nocrogeparwmuii Hearp 000 "KPHIITO-ITPO"
CepradHKAT KI109a NOPOEEPKH 3 IeKTPOHHOH NOINHCH

Hzpatens ceprudurara: CN=VI[ KPHIITO-IIFO, O=000 KPHIITO-TIPO, L=Mocrea, C=RU,

4) Downloaded file must be installed like CA Root Certificates as per p.1.2, but using

“Personal” certification store.

2.1.6. Creation of NDS Private key copy.

NDS Private key, generated as per p.2.1.4 is unique and available only to its owner. In case of
loss of NDS Private part, it will be impossible to restore and use it on ETP. If you saved NDS Private
key in register (on PC, and not on USB stick), make sure to copy it on USB stick right after
generation. To do this follow the next steps:

Insert USB stick to USB port.

Log in to CryptoPro CSP program.

Open «Service» menu.

Press «Copy» button.

Press “Browse” button in the opened insert.

Choose container from the register.

Press «OK», «Next» and «Ready» buttons accordingly.
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AnropuTMsl BesonacHocTb Winlogon Hactpoiku TLS
Obuwwme Obopynosarse Cepeuc [lononHUTensHo
33 Kpunrofpo CSP KonTesirep saxpoiroro ko @)

371 MaCTEpa NO3BONSIOT NPAEECTUPOBATD, CKOMMPOBATL MAK
YAENUTH KOHTEMHED 33KPoITORAKIONE C HOCUTENS.
Boibop KOYesoro KoHTelHepa

MpoTecTposaTtb... CronuposaTs... YaamTe...
B cnucke noxasbisaTh: .
@ fpyxecTsersie umeHa O Yruanshbie umera CepTudixaTsl B KOHTENHEPE 3AKPLITOrO KMoYa
3TOT MACTEP NO3BONRET NPOCMOTPETD CEPTUPMKATEI, HEXOARLMECS k
CrucoK KMIOHEBHIX KOHTEHEPOS NONb30BaTENsA: e
Cumméa'renb MMA KOHTEMHEPa
Aktiv Rutoke... 34d593bc-20b8-dee6-a195-425838da7867 WREOIS ERUES AUSFTIOES s ’
Bseaute wwm YKOXUTE KOHTEMHED 3aKPbITOr0 KMo4a, KOTopbIM HCOSXOI.]HHO
Aktiv Rutoke... te-ee12284b-a0%e-4128-8a57-42a0bd393d27 CxOMMpOBaTL
FAT12 E Denopos KoHTyp - KOnua - KOnus
o)
VMR K/OYEBOro KOHTEHHepa:

[ ‘ 0630p...

(® Nonbsosatens

Komnetotepa

BoibepuTe CSP ANA NOMCKa KMOYEBbIX KOHTEIHEepos:
Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider (5)

&
Haszan fange > OtmeHa

BseneHHoe MMA 3a03eT KNIOHEBOI KOHTeliHep: Mo ceptudmxary...

8. In the opened window choose “Disk ...” and inserted USB stick as per p.1, press «OKx.

=

0:08:33
g_}" BcrasbTe u BoibepuTe HOCUTEND ANA XPAHEHUS KOHTEHepa
. 3aKpbITOro Knoya “te-bf2f4d8c-2015-4e88-a78d-
0c302e2a76d1",
[ CseaeHnsn
H YcTpoicTea: BCTasneHHsI HOCUTENb:
>
Aktiv Co. CocrosHue:
ruToken 0 ’o
(2) OK OtmeHa Ceegennn <<

9. Fill out a password for container on a new insert and press “OK”.
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8 Kpuntolpo CSP X

0:09:51
(2)=m 3anaiTe Naponk ANA CO3AABAEMOM0 KOHTEMHEPE “te-
ZE=! 4Bcadcbc-d2d6-4e07-35d49-95d043771022",
(®) ¥CTaHOBMTE HOBBI NApons =10

HoBkli Napons: | |

MNogTEemsaeHWeE: | |

oot 5>

10. A copy is created. It is recommended to work with USB stick constantly to avoid
unauthorized access to DS keys.

In case of loss of the certificate, it will be possible to work in register with USB stick. Install
the certificate from the USB stick on PC to do this..

Now NDS can be used for registration and operation on the ETP JSC “Tek-Torg”.

2.2. Prolongation of the NDS with active NDS

To prolong the NDS follow the next steps:

1) Follow the link https://www.cryptopro.ru /order/nonresident/?online=true using Internet
Explorer.
2) Fill out an order for production of certificate.
To form an order:

a. Choose “TEK-Torg” in ‘“Products”. Choose “Ycayrum VYaocToBepsroliero IEeHTpa IO
co3nmanuio ceprudukara kimoda nmposepku D11 g TOK-Topr/User signature certificate for
TEK-Torg”.

b. Choose the necessary amount of certificate licenses and NDS, and press «Add to carty.

€. Check «Shopping Cart» and press «Proceed to checkouty.

<« c ] https:;";www.:ryptopro.ru.-"urde\;-’nunresicen'.f?or\ine:trual

555 Mpunckenns Oemkn Ceninkm KpoH MIPAO  # [ETP-452645] aocty.. Mg Basaswawuii Kowra.. Fag Wiki

Licence agreement  Payment Delivery

[l Products
P CSP
b ice
b Signature Certificate Product Price Quantity l
: E:-TORG Yenyri YO0CTOBEPRIOWEro LIEHTDA N0 CO30aHMIO CepThdHKaTa KNKya nposepkl 3 ans TZK-Topr v
Other nMLiersMA <KpunToripo CSP» sepoan 4.0 (McnonHeris Lic/User signature certificate for TEK-Torg and 10 500,00 2
"CryptoPro CSP" v, 4.0 (modification Lic) User License

b Products of old versions

Yeayru YoocToeepaiowero LienTpa no cozaanMio cepTudHKaTa Kto4a Nposepk M ana TOK-Topr/User 5 550,00 2 1 a
signature certificate for TEK-Torg i

Tuersus Ha npaso uenonssosanka GG "KpunTollpo CSP” sepcun 4.0 (ucnonkesis Lic) Ha oaron

pabodeM MecTe C MOCTYNIOM Ha NOpTan Texxrdeckoil noanepxxy/ " CryptoPro CSP™ v. 4.0 (medification Lic) 4 950,00 2 0 a
User License including technical portal access

Jiuersus Ha oBHoenenke CIGW "Kpuntollpo CSP” Ao sepaun 4.0 (Mcnonwerws Lic) Ha oavom paBouem

MeCTe ¢ AOCTYMOM Ha NOpTan TexHM4eckol noanepximy CryptoPro CSP™ v. 4.0 (medification Lic) upgrade 3375,00P 0

User License including technical portal access

Add to cart
Shopping Cart
Product Price Quantity Total
‘!mym yﬂonoﬁep;mwerﬂ LIEH_DE No COZAaHWID CEDTV¢HKETE KM04a NPoBEpKH 5 550,00 2 "
3 gna TOK Topr/User signature certificate For TEK-Torg Incl. VAT 0% 1 5 550,00 P | Remove item
Comment
/ Total: 5 550,00 B

Proceed io checkout

© 2000-2019 KPUOTO-NPO +7 (495) 995-48-20
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3) Then repeat the d-g steps from the p. 2.1.3.
4) To form, activate the certificate and deliver the documents to JSC TEK-Torg repeat the
procedures from p. 2.1.4 - 2.1.7.
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2.3. Prolongation of the NDS with expired NDS
To prolong the expired NDS follow the next steps:

1) Contact JSC TEK-Torg client support by e-mail to help@tektorg.ru.
It is necessary to write to help@tektorg.ru using an e-mail, indicated during registration of the
Crypto PRO personal account (indicated by You in p.2.1.1 during the first NDS registration).

Indicate in the “Subject” field:
“Prolongation of the expired NDS for non-residents of the RF. <Write full name>”

Write in the body of the email, that you NDS is expired and you need a marker of
temporary access.
You will get login and password to enter in accordance with the step 2.

2) Follow the link JInunsiii Kadbuner (JIK) (http://cpca20.cryptopro.ru/UlTekTorg/) using the
Internet Explorer and press the button “Personal page”

(G IR O N CEEMDINEN N - ca20.cryptopro.ru/UlTekTorg,

P KPUOTONPO  Crypto-Pro Certification Authority

Personal page - for registered users

Registration - for new users

Installing software

To begin you must instzll on your computer
= CryptoPro CSP 4.0 1-Lic

and
= CryptoPro Browser plug-in.

Notes

All traffic to CA Web site is encrypted by TLS.

CA certificates are here,

CA rules: ReglamentTekTorg.pdf (in Russian).

5) Form an order for production of the certificate in accordance with the p.2.2, steps 2-4.
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3. Necessary package of documents.

3.1. List of documents for obtaining the NDS.
List of documents for obtaining the NDS:

e A notarized copy of identity papers, officially authorized on the territory of NDS
recipient’s country (organization representative) — passport, id card, etc.

Documents issued on the territory of a foreign country must contain notarized translation
into Russian. Besides, notarial stamp must also be translated into Russian. Identification
of the Client is made by a notary, when the Client personally visits him to notarize
translation of the documents

e Signed application for production of the certificate, certified by a stamp of the
organization, which the NDS recipient will represent, working on the ETP.
Application for production of the certificate of the Certification Authority user can be
printed in the “Request” section, after creation of a request for production of the
certificate, defined in p.2.1.4:

@ @ % K© 9 pagell [ of 2 oo B B oed v sampem O

3asEieHHe HA H3rOTOBIeHHE cepTHOHKATA Teas Yaoc 0 IlenTpa

Tlpomn maroronurs cantadhur L ONa TROBenI I 2 TerTRANDA DOJOuCoI D conTRa DI
‘YKa3aHHEIMH JaHHBIMH:

CBenernst 0 3aTpoce Ha CepTHHHKAT:
Kem nsrotosacn:

o Paper version of the Certificate should be certified by a natural person signature and a
stamp of the organization. Signature key certificate can be printed in the “Certificates”
section after obtainment of the certificate, defined in p.2.1.5:

¥nocrorepawmui IesTp
CepraduEaT KI09a DOJNHCH

Ceenenns o cepTHHHRATE:

Bepeua: 3

Cepuiinetii Homep: 124D435D1500D3E0ET1153C3B3D338AF

Hzgateaw cepredurarta: CN=Tecropmi Y1 000 "KPHIITO-IIPC" (V1T 2.0), O=000 "KFHIITO-TIPO", C=RU,
L=Mocxea, E=info@cryptopro.mu, HHH=007717107991, OTPH=1037700083444

Baamenen ceprudmrara: CN=KAPer, SN=Komlev, G=Andrey, C=EU, 5=M0O, L=Moscow, STREET=test,
O=TEK-Torg, OU=PM, E=kapdtest@vandex.tu

Cpoxk geiicTBHA:
Jetictedrenen ¢ 09112017 16:31:30
Jefictedrenes mo: 09022018 16:41:30

OTKpPHITEIE KIHY:

AmroprTd otEpuiToro kmoga: FOCT P 34.10-2001 (1.2.643.2.2.19)

MMapamerper: 30 1206 07 2A 8503020224 0006 07 2A 8503 0202 1EDQ]

3mzuerme: (440 37C0 3334 4EE6 2479 COCA CET4 B132 1A2E 2BEE 2E18 C1C2 BAAB 8655 BFDE Ba57 T08E
GFAS 09T DAFA CF10 TIaAC BEGT FO3T 51T 42RE R0 E17R BRAR 5101 3072 7CT6 0901
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